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AN TOAN THONG TIN TRONG KY
NGUYEN SO

Trong ky nguyén s6, van dé bado mat va an toan trén khéng gian mang ngay
cang trd nén quan trong, khong chi déi vdi cac doanh nghiép, t6 chitc, chinh
pht, ma con doi vdi titng ca nhan. Viét Nam c6 58 triéu tai khoan Facebook
(tinh dén hét quy 1/2018); 127 triéu thé ngan hang véi 66,6 triéu tai khoan
thanh todn ca nhan; cung hang ty cac giao dich mua ban, trao doi trén mang
dién ra moi ngay. Chinh vi vy, an ninh mang trong ky nguyén s6 dang trd
thanh mé&t cha dé ngay cang nong.

Chi rat gan day, nhiéu tai khoan Facebook ciing nhu email cd nhan da bi
hacker tan cong va chiém doat. Thu doan cua hacker kha don gian khi tan
dung cac so hé ctia ngwoi dung cling nhw cac 16i bao mat cua hé thong,
nhung chiing da gay ra nhitng thiét hai rat 16n ca vé vat chat va tinh than cho
ngwoi dung — rat nhiéu thong tin ca nhan bi 16 va bi mat, va diéu do6 ciling
dang xdy ra vd&i rat nhiéu t6 chitc, cong ty, ca tu nhan lan nha nwéc.

Ngay dau thang 11/2018, mot s6 nguon tin lan truyén trén mang cho rang hé
thong cong nghé cta Thé gigi Di dong bi hacker tan cong va thong tin cta
khach hang bij tiét 156. Cac tai khoan thé ngan hang cling nhw email va sé dién
thoai cd nhan bi ké xdu céng khai trén mang du cho nghi van 16 dir liéu
khach hang van dang tiép tucduwgc diéu tra, xac minh.

Nguoc vé qua khi, thang 4/2018, website ctia ngan hang Vietcombank bi
tan cong. Sy c6 xdy ra véi trang con cia website Vietcombank khi nguoi
dung dang ky email lién két véi tai khoan ngan hang. Khi dugc chia sé qua
Facebook, anh bia cuda trang con nay hién thi dong chit “Pai hoc Quoc gia
Ha No6i”. Hacker con dé lai hai cau tho “Tram ndam Kiéu van la Kiéu/ Sinh
vién thi lai la diéu tat nhién”.
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Nam 2016, hé thong cac san bay 16n tai Viét Nam nhw San bay Quoc té Tan
Son Nhat, San bay Quoc té Noi Bai, San bay Quoc té Ba Nang, San bay Phu
Quoc déu bi hacker tdn céng va dé lai nhiéu n6i dung xtc pham, xuyén tac.

Cudi nam 2014, hé thong cac website ctia VCCorp cling bi tan cong, lam té
liét hoat dong truy cap vao toan bo hé thong website bao chi do6i tac cna
VCCorp va gay thiét hai tryc tiép t6i hoat dong ctia cac trang nay, dong
thoianh hwéong t6i hang triéu doc gia va nguoi tieu dung st dung cac dich vu
tre tuyén cta ho. Theo VCCorp, wdc tinh so bo sau hai ngay bi tan cong, so6
tien VCCorp bi thiét hai vao khodng 5 ty dong, bao gom tit ca cac loai
doanh thu nhw quang cao, thwong mai dién tu...

Trén thyce té, khong it nhitng vu tan cong mang da xay ra lién tiép tai Viét
Nam trong thoi gian gan day va dé lai nhitng hau qua khéng hé nhé. Nhitng
vu viéc nhu thé nay dang giong 1én mét hoi chuéng canh bao doi véi cac ca
nhan ciing nhv doanh nghiép trong thoi dai s6. VGi xu thé phat trién manh
meé cda cudc cach mang cong nghiép 4.0 trén toan thé gidi, trong dé c6 Viét
Nam, si bung no cta cac thiét bi IoT sé mang lai nhiéu nguy co tiém an vé
cac cu0c tan cong trén khong gian mang hoac bi ké xau 1gi dung dé tan cong
vao cac ha tang.

Chuyén gia an toan thong tin, van dé bao mat khéng cé tinh tuyét doi. Ngay
ca cac cuong qudc trong nganh cong nghé thong tin-bdo mat nhuw Anh, Phép,
bitc, My, Trung Qudc... cling déu bi hacker tdn cong. Vay cac doanh nghiép
va nguoi dung Viét Nam phai lam gi dé vira c6 thé tan dung dugc nhitng lgi
thé ctia nén cong nghiép IoT ma van dam bao an toan thong tin trén mang?

Nham mang téi cho doc gid va cac doanh nghiép, t6 chitc nhitng kién thirc
co ban vé bao mat dit liéu, canh bao ngwoi doc vé van dé quyén riéng tu va
nang cao y thitc bao mat thong tin, Apha Books tran trong gigi thiéu bo sach
“An toan thong tin trong ky nguyén s6” gom 4 cudn: The Cuckoo’s Egg
(Gian diép mang), Ghost in the Wires (Bong ma trén mang), The Art of
Invisibility (Nghé thudt an minh) va Hackers lugc sir. Théng qua cac cau

https://thuviensach.vn



chuyén ly ky hap dan vé nhitng cudc truy bat hacker, nhitng chién céng cua
cac hacker mii trang — nhitng ké mé may tinh thng minh va 1ap di, ddm mao
hiém, bé cong cac quy tac va day thé gigi vao mot huéng di hoan toan méi,
doc gia sé c6 dugc cai nhin toan dién vé hacker, vé dao dirc nghé nghiép
cling nhv twong lai cia nganh cong nghé dé c6 dugc cai nhin rd rang hon vé
an ninh mang, cht dé chwa bao gio hét nong hoi cia céac tin d6 mang.

B0 truéng TT&TT Nguyén Manh Hung da nhan manh: “An toan, an ninh
mang dugc coi la diéu kién dé thic day chinh phu dién ti, chinh phua s6 va
nén cong nghiép ndi dung s6. Vi vay, Viét Nam phai tré thanh cwong quéc
vé an ninh mang”. Bong hanh v&i nhitng van dé thoi sy nhitc nhéi hién nay,
v6i bo sach nay, Apha Books va cac d6i tac — nhitng nha cung cap cac giai
phap bao mat & an ninh mang nhv CMC, Netnam, Securitybox, CyRadar...
mong mudn dong gép mot phan tri thitc cho xa hoi, gitip nén kinh té s6 Viét
Nam phat trién lanh manh, bén vitng.

Tran trong gidi thiéu!
Thdng 11/2018

Cong ty Co phan Sach Alpha
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LOI GIOI THIEU

Khi nhan ban thdo cudn sach Gian diép mang: Cudc rugt dudi ngoan muc
trong mé 16 may tinh do Alpha Books gtti va mai viét 16i gidi thiéu, ban dau
toi cling hoi e ngai vi cuén sach day nhw mot tiéu thuyét. Tuy nhién, ngay
khi cam cu6n sach lén, t6i lién bi cuén vao nhitng con chit cua Cliff Stoll, va
dam minh vao cudc rugt dudi cua 6ng cho dén dong cudi cung.

Von la mot nha thién van hoc chuyén tay ngang sang lam nha quén 1y hé
thong mang may tinh cho Phong Thi nghiém Berkeley ¢ California, chuyén
phiéu lru c6 mot khong hai cta Stoll bat dau tir mét 16i chénh 1éch nhé — 75
xu — trong ho so ké toan hang thang. Tt sai s6t ma bat ky ai cling c6 thé bd
qua d6, nhung v6i tam thé tim cau sy that cia mot nha khoa hoc, Stoll — bat
chap kién thitc han ché cia minh vé mang may tinh, bat chap nguon Iyc ho
trg eo hep, ca vé su ing hd cda lanh dao, nguon lyc tai chinh, cling nhu sy
giup sttc tr bén ngoai — da mot minh mot ngwa 1én duong dé truy bat ké da
xam pham vao hé théng mang ma minh quan ly, khéng biét rang chuyén
phiéu Iwu d6 kéo dai t6i hon 1 nam, lién quan t6i mot loat t0 chitc quan su
va tinh bao cOm can cia My nhw FBI va CIA, va duva 6ng xuyén khap nuwéc
My sang tan nuéc ngoai.

Doc cudn sach, ching ta khong khoi hoi hop — va ¢6 lic phi cudi trwde sy
nghiép du cua mot ga san hacker tay mao, sg diép vien nhuw sg cop — nhu khi
ngo6i xem nhitng bd phim trinh tham ctia Hollywood. Thyc ra, cau chuyén
ctia ong da lap tic trd thanh nguén cam hitng cho nhiéu series truyén hinh,
khong chi thoi bay gio (thap nién 1980) ma trong cac bo phim vé cong nghé
sau nay ctia My, ching ta van thay thap thoang hinh anh nhitng chi tiét trong
cau chuyeén twdng chirng nhw phi thuc nay.

B6i canh cudc truy lung dién ra trdc khi mang Internet dwgc pho bién, cha
yéu van la cadc mang cuc bo va c6 két noi véi bén ngoai qua mang dién thoai
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cong cong. Cuodn sach ciling cho ta thady mdt cai nhin vé mang Internet thia
ban dau, cac két ndi giitta cac may tinh trong mang, va giita cAc mang véi
nhau, cac hé diéu hanh Unix, cac thiét bi terminal (thiét bi dau cudi), cac
tng dung thw dién tir con thd so, cac hé soan thdo, déu la dang “man hinh
den”, dugc stt dung trwdc khi cé nhitng hé diéu hanh cé giao dién st dung
do6 hoa. Day la mot cudn sach dang doc vé lich st cia Internet.

Nhan noéi vé diém so khai ctia Internet, cau chuyén c6 nhitng diém rat giong
vOi mot noi ¢ Viet Nam — Vién Cong nghé Thong tin. Cach day 25 nam, vao
nhitng nam dau thap nién 1990, trong khudn vién ctia Vién ¢ vung ngoai 6
Ha Noi, cling c6 nhitng may moc, hé thong twong ty nhv Phong Thi nghiém
Berkeley, tat nhién la v6i quy mé nho hon nhiéu, nhung ciing la tai san 16n
va quy giad cho tap thé cac nha nghién cttu cong nghé cia Vién Coéng nghé
Thong tin.

Khi t6i cung mot ta sinh vién nam 4 cua Khoa dién tir Vién thong, Dai hoc
Béach khoa Ha Ngi va bat dau hanh trinh t6t nghiép ctia minh tai Phong Hé
thong Mang may tinh va mang NetNam cua Vién Cong nghé Thong tin,
ching toi cling bat dau vdi nhitng thiét bi dau cudi chay hé diéu hanh SCO
Unix. M0t tap tai liéu in trén gidy tho, mot man hinh di kém ban phim cuia
thiét bi dau cudi, nhitng sinh vién ching t6i bat dau biét dén thé gidi cua cac
lénh Unix, giao thitc mang rat méi lic do TCP/IP, va bat dau tim hiéu vé cac
“mang dién rong”, cung Internet (mang cua cac mang), dang vuot ra khoi
khuon kho cia gidi han lam.

Truwdc do vai nam, Vién trudng Bach Hung Khang va Truwéng phong Tran
Bé Thai da c6 nhitng buéc tham do dau tién tai Hoa Ky, lam tién dé cho viéc
xay dung mang VARenet (1993) va mang NetNam (1994). Nhom sinh vién
chung t6i, cung véi sy hwéng dan cta cac anh mdi tot nghiép 1-2 nam truedc
nhuwng da thanh cac chuyén gia, da bat dau hanh trinh di theo sw phat trién
cta Internet Viét Nam nhu thé. Poc cuén Gian diép mang: Cudc rugt dudi
ngoan muc trong mé 10 mdy tinh véi hé thong mang, may tinh, mdy in, day
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nhg lodang ngoang trong phong may chu, tiéng modem kéu diéc tai, t6i
khong khéi nhé vé nhitng ngay thud ban dau ay.

Nhung cdu chuyén ma Stoll ké lai con thém nhiéu yéu t6 ly ky hon, va cho
nguwoi doc trdi qua hét cac giai doan, cac diém can ban nhat cua hé théng
mang & thoi ky so khai cua Internet — nhing moi nguyén tac can ban dén gio
van hién dién trén mang Internet hién dai. M6t khi may da n6i mang, ching
ta luon phai doi mat vdi cac thach thite, rai ro, nguy co bi mat an toan mang,
mat di liéu, va cac nguy co khéc, du nang lyc ky thuat va quan ly ctia ching
ta c6 cao téi dau. Co hoi to 16n ma mang Internet mang dén cho nhan loai
cling di cung v6i nhitng nguy co vé tinh riéng tw, vé an toan, bao mat dir liéu
va thong tin.

Dbo6i vdi nguoi doc thong thwong, cuén sach nay giong la mot tiéu thuyét
trinh tham gian diép, con doi vGi nhitng nguwdi lam vé an toan bdo mat mang
mady tinh thi diéu ngac nhién la, sach dwgc ra doi cach day hon 20 nam ma
cac van dé gap phai cling nhitng kién thitc ctia né van con gia tri téi ngay
nay — nhu cac van dé an toan bdo mat mang may tinh va Internet, cac 16
hong trong phan mém, van dé quan tri mang va quan ly an toan mang nhw
tai khoan, tinh riéng tw, danh cap thong tin, gian diép mang... Cudn sach
thue sy la mot goi y quy gia cho cac ban tré dam mé cong nghé thong tin,
mang may tinh, vién thong. Cuén sach ciling rat hitu ich véi nhitng ky su,
cap quan ly va nhitng ngudi yéu thich mang may tinh, an toan bado mat ciing
nhu lich st phat trién cia mang Internet va khai niém “hacker.”

Vi goc nhin cia mot ngwdi gan bé vdi sy phat trién cta Internet tai Viét
Nam tir nhitng nam dau, mot ngudi cling cé thoi gian dwgc song trong thé
gidi cia mang may tinh, mang Internet va nhitng van dé an toan-bao mat, t6i
xin tran trong gidi thiéu tdi ban doc mot cudn sach rat hay va dang doc nay.

Vii Thé Binh

https://thuviensach.vn



Tong Giam doc NetNam Phé Chu tich kiém Toéng thw ky Hiép hoi Internet
Viét Nam
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1.OI CAM ON

Lém thé nao dé loan bao cho moi nguwdi hay tin mot may tinh c6 16 héng an

ninh? C6 ngudi chon im lang vi sg ndi ra thi chang khac nao vé duwong cho
hwou chay. Thé nhung, trong cu6n sach nay, t6i manh dan chia sé thang than
vé mot so van dé nhw thé, vi xét thay nhitng ké c6 tam dia xau déu da biét
ching ca r6i.

Toi c6 gang thuat lai sy viéc dya theo trdi nghiém ctia minh. Nguén thong
tin chinh la cac cu6n s6 ghi chép va nhat ky ca nhan caa t6i, dugc kiém tra
chéo bang cach trao d6i v6i nhitng ngwoi lién quan dén sy viéc nay va doi
chiéu vai thong tin tr nhiéu nguwdi khac. Tén mot s6 nhan vat va sé dién
thoai da dwgc thay do6i, m6t s6 cudc hoi thoai dwgc ghi lai theo tri nhg,
nhung hoan toan khong co yéu t6 hu cau & day.

Xin cam on ban bé, dong nghiép va gia dinh da ho trg t6i trong sudt cudc
diéu tra cling nhw trong qua trinh viét sach. Cam on Ragina Wiggen, nguoi
ho trg chinh cua t6i vé mat bién tap; t6i cling xin g 16i cdAm on dén Jochen
Sperber, Jon Rochlis, Dean Chacon, Donald Alvarez, Laurie McPherson,
Rich Muller, Gene Spafford, Andy Goldstein va Guy Consolmagno.

Khi t6i dang tin 1én vai mang mdy tinh dé nho moi nguwdi gép y vé tén sach,
vai tram nguoi ti khap noi trén thé gigi da nhiét tinh phan hoi va dwa ra
nhiéu y twong thu vi. T6i xin cdm on Karren Anderson & San Francisco va
Nigel Roberts & Munich vi nhitng goi y cho twa chinh va tit phu ctia cu6n
sach.

Xin cam on David Gernett va Scott Ferguson, cac bién tap vien @ Doubleday
cling nhw ngwoi dai dién John Brockman da lién tuc khich 1é va mang dén
cho t6i nhitng 10i khuyén thau tinh dat ly.
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To6i xin tri an tirng ngwoi trén day; thuc ra t6i con ng moi ngwdi mot hop
banh quy nita.

Phong Thi nghiém Lawrence Berkeley (LBL) da ho trg t6i trong sudt cudc
diéu tra nay; cac cong sy ¢ Dai Quan sat Vat ly Thién van Smithsonian —
ddc biét 1a Joe Schwarz va Steve Murray — da rat nhiét tinh ho trg trong qua
trinh t6i viét cu6n sach nay. T6i cling xin gi 101 cdm on sau sac tdi ban be &
ca hai to6 chitc citu nay va hy vong rang gio day, toi c6 thé yén tam quay trd
lai v&i chuyén mon thién van hoc.

Nam 10 tu6i, t6i dwgc nha khoa hoc Ernst Both & Bao tang Khoa hoc
Buffalo cho nhin vao moét kinh vién vong, va diéu d6 da dwa t6i budc vao
thé gidi thién van hoc. Nhiéu khi t6i ci ban khoan ty hoi khong biét bao gio
minh c6 thé gwi 16i tri an xtng dang tGi ong.

T6i khong can phai cdm on Martha Matthews, ngudi v yéu quy cua toi. Co
ay vira gop sic rat 16n trong qua trinh viét cuon sach nay lai vira 1a nhan vat
hién dién trong dé. T6i yéu co dy véi tat ca trai tim chan thanh ctia minh.

— CIiff Stoll-Matthews

cliff@cfa.harvard.edu

https://thuviensach.vn


mailto:cliff@cfa.harvard.edu

CHUONG 1

Téi ma la chuyén gia w? M&i tuan trwdc, t6i van con la mét nha thién van
hoc, bang long véi viéc ngoi thiét ké thau kinh vién vong. Ngam lai, t6i da
song trong thé gidi than tién cta gidi han 1am. Sudt nhitng nam thang qua,
toi chwa tirng nghi phai 1ap ké hoach cho twong lai, cho dén tan khi nguon
trg cap cua tbi can kiét.

May man thay, phong thi nghiém cta t6i lai “tai st dung” cac nha thién van
hoc hét thoi. Thay vi phai gia nhdp doi quan that nghiép, t6i dwgc thuyén
chuyén tt Pai Quan sat Keck thugc Phong Thi nghiém Lawrence Berkeley
xudng trung tam may tinh & ngay tang 1 cung toa nha.

To6i c6 thé khua mo6i mia mép vé tai nang mdy tinh dé gay an twong véi cac
nha thién van hoc, tham chi c6 thé may mo hoc héi nhanh dén mitc ban dong
nghiép khong duéi kip. Nhung chuyén gia mdy tinh w? O, khong phai t6i
dau nhé — t6i l1a mot nha thién van hoc.

Bay gio thi sao? T6i ban than nhin vao chiéc mdy tinh, nhwng tam tri con
mai quay quanh quy dao ctia cac hanh tinh va vat ly hoc thién van. La nguoi
m&i dén, toi dwgc phép lwa chon cho ngoi: mot 6 lam viéc ¢ cira so tro ra
Cau Cong vang; hodc mot van phong bi hoi, bon bé 1a nhitng gia sach cao
ngat. Tuy mac chitng s¢o khong gian kin, song t6i van quyét chi chon van
phong véi suy nghi néu toi cé ngu gat ngay & ban thi cling khong ai phat
giac. Hai bén hong la van phong cta hai chuyén gia hé thong lao luyén
Wayne Graves va Dave Cleveland. T6i sém biét rd vé nhitng nguwdi hang
xO0m nay thong qua cac cudc cai va lat vat gitta ho.

Vi thai do coi moi ngwdi déu la nhitng ké kém céi hodc 1wdi biéng, Wayne
xich mich véi tat ca. Nhung anh hiéu twong tan vé hé théng, tir phan mém 0
dia cho tGi ang-ten vi song. Wayne quen dung dong may tinh Vax ctuia cong
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ty Digital Equipment va kién quyét khong chdp nhan bat ¢ loai nao khac:
khong IBM, khong Unix, khong Macintosh.

Dave Cleveland, vi Phat song diém dam cda Unix, thwong kién nhan ngoi
nghe Wayne so sanh trang giang dai hai cac loai may vi tinh. Hiém c6 cudc
gdp nao ma Wayne khong tranh thu quang cao: “Vax la lva chon cua giGi
khoa hoc khap moi noi va n6 cé dén 12 cach khac nhau dé ho trg xay dwng
cac chwong trinh manh mé.” Dave trd 10i: “Thé nay nhé, anh ci¢ viéc vudt ve
mua vui cho nhitng ké cuéng Vax, con t6i sé lo phan con lai cta thé gigi.”
Dave khong bao gid dé Wayne dugc titc gian cho théa chi, va nhitng 10i
phan nan cda anh cudi cung bi dap tat dan thanh nhitng trang 1am bam.

Tuyét voi! Ngay ngay dau tién di lam, t6i da bi kep gitta hai nhan vat thuwong
xuyén 10i qua tiéng lai, va niém hy vong dugc ngu gt trong gio lam cua t6i
cling vi thé ma tiéu tan.

Nhung it ra, khong ai c6 thé phan nan gi vé dién mao ctda to6i. Téi mac “bo
dong phuc” tiéu chuan cta cac tap doan & Berkeley: 40 so-mi nhéch nhac
ban thiu, quan jeans bac mau, mai t6c 1da x0a va do6i giay sneaker ré tién.
Cap quan ly thi thodng deo ca-vat, nhing hé ngay nao ho lam thé la y nhw
rang ngay do nang suat lam viéc lai di xudng.

Toi cung vOi Wayne va Dave van hanh 12 may tinh cd 16n — nhitng chu
ngua tho véi tong gia tri 1én t6i khodng 6 triéu do-la, dung dé x 1y cac van
de veé vat ly hoc — va coi dé6 1a mét loai hinh dich vu tién tich danh cho toan
bo phong thi nghiém. Nhiém vu dat ra la phai lam sao dé cac nha khoa hoc
stt dung nhitng chi€c may tinh nay c6 thé thady dwgc mot hé thong dién toan
don gidn, manh mé va dang tin cay nhw mot cong ty dién luc. Tic la phai dé
may van hanh 24/24. Va cling twong tw cong ty dién lwc, ching toi tinh phi
cho moi chu ky dién toan dugc st dung.

Trong 4.000 nhan vién cta phong thi nghiém, cé dén 1.000 nguwdi — 1.000 tai
khoan — st dung may tinh c& 16n, moi tai khoan trong d6 déu dwgc kiém
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dém hang ngay, va ngay trong moi c6 may déu cai san s6 cai. V&i chi phi
thwe hién tinh toan la 300 do-la/gio, viéc ghi chép so6 sach phai hét stc
chuan xac, nén ching t6i theo ddi tirng trang gidy dugc in ra, titng khoi dung
lwgng trong dia Iwu trit va tirng phut thuye hién xw ly. C6 mot may tinh riéng
dam nhiém viéc thu thap cac thong s6 thong ké nay va giti hoa don cho cac
b6 phan trong phong thi nghiém hang thang.

Vao ngay lam viéc thi hai, bat chgt Dave ghé vao phong t6i, miéng lam
bam rang hé thong ké toan Unix phat sinh 16i gi d6. Chac c6 ngudoi da st
dung vai gidy tinh toan ma khong trd phi. S6 sach trong mady tinh thiéu can
doi; héa don thang trude 1a 2.387 do-la bi hut 75 xu.

MGt 16i sai vai nghin do-la thi ai cling c6 thé thay va rat dé phat hién. Nhung
16i sai & don vi xu thwong nay sinh tir nhitng van dé bi vui 1ap rat sau, vi thé,
mot cach ty nhién, cac chuyén gia phan mém md&i vao nghé thuwong dugc
yéu cau tim ra cac 16i kiéu nay, nhi mét dang bai kiém tra. Dave bdo t6i suy
nghi vé van dé do.

“An cip cdp do 1 phai khong?” Tai héi lai.

“Ctr tim hiéu di, Cliff, r6i anh sé khién tat ca moi ngwoi ngac nhién,” Dave

noi.

Nghi day la mot tro hay ho, t6i may mo tim hiéu chwong trinh ké toan. Thi
ra phan mém ké toan ctia ching t6i la tdic pham chap va gom nhiéu chuong
trinh dwoc viét bai nhitng sinh vién thyc tap hé von da roi di tir 1au. Bang
cach nao do, md 1on x6n nay lai hoat dong kha tron tru nén khéng bi ai dé y.
Nhin qua mot lwgt, t6i thdy phan mém dugc viét bang Assembler, Fortran va
Cobol, nhitng ngdn ngt¥ 1ap trinh c6 xwa nhat, c6 thé vi nhw viéc st dung
cung lic ba ngén ngit ¢c6 Hy Lap, Latin va tiéng Phan.

Ciing nhw véi hau hét phan mém ty ché khac, khong ai ban tam lap ho so
ghi chép lai hé thong ké toan ctia chiing t6i. Chi ké ngéc méi tay khong suc
sao vao mOt mé hon tran nhu theé.
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Dau vay, day van la mét tro giai khuay cho budi chiéu, ciing la co hoi dé
kham pha hé thong. Dave chi cho t6i cach hé thong ghi nhan moi lan c6
nguoi két ndi vai may tinh, dang nhap vao tai khodn ngudi dung va truy cap
vao thiét bi dau cubi. N6 gan nhan thoi gian cho tirng phién két noi, ghi lai
moi tdc vu ma nguwoi dung thuc thi, s6 giay st dung bd xi ly va thoi diém
ngat két noi.

Dave cho biét chiing t6i c6 hai hé thong ké toan doc lap. Phan mém ké toan
Unix thong thuwong chi lvu trit cac ban ghi da gan nhan thoi gian vao mot tép
tin. Nhung theo yéu cau cia mét s6 1anh dao, Dave xday dung mdot hé thong
ké toan th hai dé lwu gitr cac ban ghi chi tiét hon vé nhitng nguwdi st dung
may tinh.

Nam nay qua nam khac, tirng doan sinh vién thyc tap hé roi viéc ngoi go
chwong trinh dé phan tich tat ca cac thong tin ké toan nay. Chuong trinh thi
nhat thu thap di liéu roi gidu vao mot tép tin. Chwong trinh thit hai doc tép
tin do r6i tinh ra miéc phi cho phién st dung trén. Chuwong trinh thi ba thu
thap dir liéu veé tat ca cac khoan phi nay va in thanh héa don dé giri cho tirng
phong ban. Chwong trinh cudi cung cong tong tat ca cac khoan phi lai r6i so
sanh vai két qua 1ay tir chwong trinh ké toan noi bo ciia may tinh. Hai tép tin
ké toan riéng biét, dugc lwu song song trong hai chuwong trinh khac nhau,
phai cho ra dap an giong hét nhau.

Su6t cd nam, cac chwong trinh trén van hanh suén sé, va chi sang tuan nay
mai phat sinh sy c6. Nghi pham hién nhién & day la 16i lam tron. Co6 1€ cac
muc nhap ké toan déu chinh xac, nhung khi cong lai v6i nhau, nhitng diém
chénh léch nhé nhat tr 1/10 xu da tich dan thanh 75 xu. T6i phai chitng
minh diéu nay bang cach phan tich cach hoat dong ctia cac chwong trinh nay,
hodc kiém tra ching véi nhitng dit liéu khac.

T6i khong tim hiéu ma cua titng chwong trinh ma viét mot doan chuong
trinh ngan nham xac minh cac tép dir liéu. Trong it phut, t6i da kiém tra
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xong chwong trinh dau tién; két qua: Khong c6 van dé gi, n6 da thu thap di
liéu ké toan mot cach ding dan.

Chuong trinh thit hai ton nhiéu thoi gian hon. T6i mat mot gio tao ma thay
thé dé chitng minh né hoat dong t6t. Chwong trinh nay chi cong cac khoang
thoi gian sit dung r6i dem nhan véi mic phi. Nhw vay, 16i sai 75 xu khong
nam & chuwong trinh nay.

Chuong trinh thtt ba cling hoat dong tron tru. Nhiém vu cta né la ra soat
danh sach nguwdi dung hop 1€, tim tai khoan phong thi nghiém cua ho, r6i in
héa don. Loi lam tron uw? Khong, tit ca cac chuwong trinh nay theo doi dong
tién v6i do chinh xac dén 1/100 xu. That ky la. Vay thi 16i sai 75 xu dén tw
dau?

Vi da trét bé ra hang gio loay hoay tim hiéu van dé nho nhat nay, nén toi tr@
thanh ké ngoan c6: Chét tiét, toi sé & day dén tan khuya, néu can.

Sau khi thue hién mot so kiém thit khac, t6i bat dau tin twéng dong chuong
trinh ké toan hon don rat “cay nha 14 vieon” nay. Puing la s6 dw cac tai khoan
khong can bang, nhung nhitng chwong trinh nay tuy khéng hoan hio song
cling khong dé lot xu nao ca. Luc nay, t6i da tim dwgc hét cac danh sach
nguwoi dung hgp 1€, dong thoi cling hiéu dwgc cach cac chwong trinh nay s
dung cau tric dir liéu dé 1ap héa don cho cac phong ban khac nhau. Khoang
7 gio t0i, t6i chot chil y dén mot ngwoi dung la Hunter. Anh chang nay
khong c6 dia chi xudt hoa don hop Ié.

bay r6i! Thang tredc Hunter da st dung may tinh, tinh ra hét 75 xu phi,
nhung chwa cé phong ban nao dirng ra thanh toan cho anh ta.

Vay ra day la nguyén do cua khoan chénh léch. Ai d6 da gay ra sy co nay
khi thém nguoi dung vao hé théng cua ching té6i. Mot van dé nho nhat do
mot sai sot nho nhat gay ra.
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Té&i lic an ming dwgce roi. Khi toi dang hi hody ghi lai chién cong nhé dau
tién nay vao trang dau tién trong cudn sb tay ca nhan, ban gai t6i, Martha,
ghé vao choi va chiung t6i an mirng bang nhitng ly cappucino mudn trong
quan ca phé Roma & Berkeley.

Mot chuyén gia thue thu sé gidi quyét van dé nay trong vai phut. Nhwng doi
vé6i toi, day la linh viec con nhiéu la 1am, va viéc tim hiéu n6 khong hé dé
dang. Bu lai, qua d6 t6i c6 co hdi tim hiéu vé hé thong ké toan va thyc hanh
mot s6 ngon ngit 1ap trinh 16i thoi. Ngay hom sau, t6i giti e-mail cho Dave,
chi ra van dé dé gay an twgng véi anh ta.

Téi trira, Dave mang dén mot chong sach hwéng dan, va lanh lung néi rang
anh khong hé thém nguwoi dung nao tén la Hunter — chac mot nguwdi quan ly
hé thong khac da lam diéu nay. Wayne trd 16i cut ngun: “Khong phai toi.
DTLHDD.” Hau hét nhitng cau noi cia anh déu két thiic v4i mot cum tir viét
tat, va cum vira roi c6 nghia la: “Poc tai liéu hwéng dan di!”

Nhung t6i da doc sach hwéng dan ré6i. Ngwoi quan ly hé thong khong dugc
phép thém ngudi ding méi khong cé tai khoan. O cac trung tAm may tinh
khac, ban chi can dang nhap vao mot tai khoan dac quyeén va ra lénh cho hé
thong thém vao mot ngudi dung mdi. Nhung vi con phai thyc hién mot so6
muc nhap ké toan nén chuing t6i khong thé sit dung nhitng hé thong don gian
nhw vay. Hé théng cua ching t6i twong doi phitc tap va c6 nhitng chuong
trinh dac biét, cé thé tw dong thwe hién cac cong viéc gidy to va sap x€p lai
hé thong.

Sau khi tham khéo y kién xung quanh, t6i thay moi nguwdi déu nhat tri cho
rang hé thong ty dong nay wu viét dén mirc khong cé ai c6 thé tuy y thém
nguwoi dung mdi bang phwong thitc thu cong. Va hé thong ty dong cling sé
khong mac phdi sai lam nay.

Toi khong thé tim ra nguwoi da mac sai lam ngd ngan nay. Khong ai biét
Hunter la ai, ma cling khéng hé c6 tai khoan nao 1ap riéng cho anh ta. Vay
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nén, toi da xé6a tén nay ra khéi hé thong — néu anh ta 1én tiéng thac mac,
ching t6i sé md tai khoan dang hoang.

Mot ngay sau, mot may tinh la c6 tén Dockmaster gui e-mail cho chung toi.
Quan 1y hé thong ctia n6 cho biét vao cudi tuan qua, c6 nguoi tir phong thi
nghiém cua chuing t6i da tim cach xam nhap vao may tinh cta anh ta.

Céac dau hiéu cho thay dia chi h6i am ctia Dockmaster c6 thé la & Maryland.
E-mail nay da di qua khoang 12 mdy tinh khac nhau, va moi may tinh déu dé
lai dau buu chinh.

Dave tra 10i vGi giong lap lirng: “Chuing t0i sé xem xét viéc nay.” Chac chan
r6i, ching toi sé xem xét khi moi van dé khac ctia ching t6i dugc xt ly
xong.

Cac may tinh trong phong thi nghiém cta ching t6i két noi véi hang nghin
hé thong khac thong qua hang chuc mang lwdi khac nhau. Cac nha khoa hoc
¢ day co6 thé dang nhap vao hé thong may tinh, r6i két néi v6i mot may tinh
& xa. Sau do, ho c6 thé truy cap vao may tinh & xa kia bang cach nhap tén tai
khoan va mat khau. Vé mat nguyén tac, thit duy nhat bdo vé cho mot may
tinh da duwgc n6i mang la mat khau, vi tén tai khoan rat dé phat hién. (Ban
tim tén tai khodn bang cach nao? Chi can st dung danh ba dién thoai — hau
hét moi nguwdi déu 1ay tén minh lam tén tai khodn trén may tinh.)

E-mail ctia Dockmaster da gay t0 mo, va Dave chuyén tiép né cho Wayne
cung v6&i mot cau hoi: “Dockmaster 1a ai vay?” Wayne chuyén tiép e-mail dé
cho toi kem 10i phong doan: “Co 1€ la mot ngan hang nao do.”

Cudi cung, Wayne hoi y kién t6i. Theo t6i, Dockmaster la mot xwéng dong
tau ctia Hai quan. Chuyén do khong quan trong, nhung du sao cling nén tim
hiéu qua mot chuit.

E-mail trén cho biét thoi gian nguwdi ¢ hé théng may tinh Unix cta ching toi
tim cach truy cap vao may tinh ctia Dockmaster. Vi thé, t6i lai suc sao dong
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tép tin dit liéu ké toan, sam soi ban ghi cac hoat dong vao sang thit Bdy. Mot
lan nita, hai hé thong ké toan lai mau thuan nhau. Tép tin ké toan cua hé
thong Unix cho thdy mo6t nguwdi dung tén Sventek da dang nhap vao lic 8
gio 25 phit sang nhwng khong c6 hoat dong gi trong nita gio, sau dé ngat
két n6i. Khong c6 hoat dong gan nhan thoi gian nao trong khodng nay. Phan
meém tu ché cta ching toi cling ghi nhan hoat dong cta Sventek, nhung no
chi ra rang anh ta da st dung mang ttr 8 gid 31 phut dén 9 gio 31 phut sang.

Té qua! Vay la lai c6 thém mot van dé nita vé ké toan. Cac nhan thoi gian
khong khép nhau. Mot hé thong ghi nhan c6 hoat dong trong khi hé thong
kia lai khong bao gi.

Do ban vai viéc khac cap bach hon, t6i tam gac lai viéc nay. Sau khi da lang
phi cad budi chiéu bam theo sai lam ctua mét quan 1y hé thong nao do, toi
chwa dinh dong vao hé thong ké toan mot lan nita.

Trong bita trira v6i Dave, toi néi rang Sventek la nguwdi duy nhat truy cap
mang lwdi vao thoi diém Dockmaster bdo c6 xam nhdp. Dave tron mat nhin
toi va noi: “Joe Sventek a? Anh ta dang ¢ Cambridge kia ma. Cambridge,
tan bén Anh ay. Anh ta quay lai day lam gi?” Héa ra trwdc day, Joe Sventek
la chuyén gia vé Unix ctia phong thi nghiém nay, mét bac thay vé phan mém
da xay dyng nén hang chuc chwong trinh quan trong trong su6t 10 nam qua.
MGt nam trwdc, Joe chuyén téi Anh sinh song, nhung tiéng tam caa anh van
ltrng lay khap cong dong may tinh & California.

Dave khong cho rang Joe da quay vé, vi ban bé Joe cling khong hay biét gi
ca. “Chac anh ta truy cap vao hé thong caa chiing ta tir mang mady tinh nao
do,” Dave noi.

“Vay la theo anh, Joe la nguyén nhan cia van dé nay?” toi hoi Dave.

“Khong thé nao,” Dave tra 16i. “Joe 1a hacker thudc truong phai cti. Mot tay
lap trinh vién thong minh, nhanh nhen va gioi giang. Khong phédi dam ngya
non hau da ngay nay dang lam vay ban danh xwng ‘hacker’. Hon nita,
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Sventek tim cach xam nhdp vao mdy tinh & Maryland lam gi. Ma néu ding
thé di nita, thi anh ta chac chan sé lam dwoc va khéng dé lai dau vét gi.”

That ky quac: Joe Sventek da & Anh sudt mot nam qua, vay ma lai duong
dot xuat hién vao sang sém ngay thit By, tim cach xam nhap vao m6t may
tinh & Maryland, roi ngat két noi, dé lai dang sau mot hé thong ké toan mat
can doi. T6i ké chuyén nay vGi Wayne khi gap anh & sanh, nhung Wayne lai
tinh co biét dugc tin rang Joe van ¢ Anh va dang di nghi trong mot ving
rieng héo lanh, khong c6 may tinh. “Quén cai e-mail cia Dockmaster di.
Sventek sap vé tham Berkeley STM, va anh ta sé pha tan moi nghi ngo.”

STM? Som Thoi Ma. D6 la cach noi cua Wayne, dich nghia ra la: “Toi
khong biét dén bao gio.”

Nhung moi lo lang cua t6i khéng nam & Sventek, ma & nhitng tai khoan
thiéu can doi. Tai sao hai hé thong ké toan lai duy tri hai hé thdi gian khac
nhau? Va tai sao lai c6 mot s6 hoat dong dwge hé thong nay ghi lai ma hé
thong kia thi khong?

Tiép tuc loay hoay v6i hé thong ké toan thém mdt budi chiéu nita, toi phat
hién ra rang sy chénh léch 5 phtt gitta hai nhan thoi gian 1a do s6 gio bi 1éch
cta cac may tinh khac nhau trong phong thi nghiém cong lai qua cac thang.
Modi ngay, mot may tinh cua ching t6i lai cham di vai giay.

Nhung 1€ ra cac hoat dong cua Sventek déu phai dugc ghi lai trong ca 2 hé
thong ch! Diéu nay c6 lién quan gi dén van dé ké toan truwdc do khong? Toi
c6 lam gi so say khi suc sao vao hé thong tuan tredc khong? Hay liéu c6 10i
gidi thich nao khac khong?
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CHUONG 2

Chizu hém d6, t6i ngdi chiu tran trong mot busi hoc khong thé nham chén

hon vé cau tric cac thién ha. Vi gido s uyén bac doc thoai vGi giong déu
déu va giang kin bang nhitng phwong trinh todn hoc dai ngoang.

bé do budn ngu, t6i quay sang nghi van vo vé nhitng van dé minh md&i gap
gan day. Ai do da gay ra sw co khi thém vao mot tai khoan méi. Mot tuan
sau, Sventek truy cdp va tim cach xam nhap vao mot may tinh nao do &
Maryland. Ban ghi ké toan ctia sy kién nay c6 vé 16n x6n. Sventek hién dang
khong & day. Co diéu gi do khong ding. Nhu thé ai d6 dang c6 tinh tranh né
chwong trinh ké toan.

T6i thac mac: Can phai lam gi dé c6 thé sit dung mién phi cac mdy tinh cta
chiing t6i? Phdi chang c6 ngudi da tim dugc cach tranh hé thong ké toan cua
chung t6i?

May tinh 16n c6 hai loai phan mém: phan mém nguwdi dung va phan mém hé
thong. Nhitng chuong trinh do ban ty viét hay tw cai dat chinh la phan mém
nguwoi dung — chang han, cac doan chwong trinh vé thién van hoc cuda t6i
dung dé phan tich bau khi quyén ctia cac hanh tinh.

Baén than chuong trinh ngwoi dung khong may hitu ich. Ching khong giao
tiép tryc tiép véi may tinh ma ra 1énh dé hé diéu hanh diéu khién may tinh.
Khi chwong trinh thién van hoc ctua t6i muon viét gi do, né khong chi ném
chit 1én man hinh may tinh la xong. Thay vao d6, n6 chuyén chit nay cho hé
diéu hanh, sau d6 hé diéu hanh sé ra 1énh dé phan cting viét ra ti nay.

Hé diéu hanh, cting vé&i cac cong cu chinh sita, thw vién phan mém va cac
trinh thong dich ngon ngit tao thanh phan mém hé thong. Ban khong ty viét
ra nhitng chwong trinh nay — ching di kém v&i may tinh. Sau khi tat ca da
duwgc cai dat, khéng ai co6 thé can thiép vao.
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Chuong trinh ké todn la phan mém hé thong. Dé chinh sita hodc né tranh né,
ban phai la quan ly hé thong, hodc bang cach nao dé c6 dwgc mot vi tri dac
quyeén trong hé diéu hanh.

Lam sao dé cé dugc vi tri dac quyén? Cach hién nhién nhéat la dang nhap vao
may tinh bang mat khau cta quan ly hé thong. Chuing t6i chwa doi mat khau
sudt nhiéu thang qua, nhung c6 1é khong ai tiét 16 n6 ra ngoai lam gi. Va
ngwdi ngoai hin sé khong doi nao dodn néi mat khau & day lai 1a “wyvernl”
— khi dodn mat khau cta ching t6i, c6 bao nhiéu nguwdi nghi dén hinh anh
mot con rong cé canh trong than thoai chi?

1 Wyvern: Mot sinh vat trong than thoai, c6 dau rong, than bo sat va hai
chan. (BTV)

Nhung cho du la quéan ly hé thong, chwa chac ban da muon tdy may vao
phan mém ké toan. N6 qua rac roi va khéng dwoc 1ap ho so day da. Du vay,
toi da thay no6 hoat dong tot.

Khoan da — phan mém ty ché cta ching t6i hoat dong tot, nhung ai do da
thém vao mot tai khodn mdi ma khong dung dén né. Vay c6 1€ ho khong biét
chang. Nguoi ngoai mé@i dén thuwong khong nhan thivc dwoc nhitng diém bat
cap noi bo cta ching téi. Nhung cac quan ly va nguwdi van hanh hé thong
déeu biét. Joe Sventek, du Iic nay da & Anh, chac chan la biét.

Nhung néu dé la mot ngwdi tir bén ngoai thi sao — mot hacker?

Baén than tir hacker mang hai nét nghia khac han nhau. Nhitng ngudi tw xuwng
la hacker ma t6i biét la cac chuyén gia phan mém, c6 tai lap trinh sang tao
dé gidi quyét cac kho khan gap phai. Ho hiéu twong tan vé hé diéu hanh. Ho
khong phai 1a nhitng k§ s phan mém ué o0di 1& do, chi lam viéc 40 gid/tuan,
ma la nhitng 1ap trinh vién sang tao, khong roi may tinh cho dén khi cam
thdy man nguyén. Mot hacker gan b6 vGi mdy tinh va hiéu n6 nhw hiéu mot
nguoi ban.
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Céac nha thién van hoc nhin t6i nhw vay day. “Cliff sao, anh ta khong giong
dan thién van hoc lam, nhwng la mét tay hacker ctr day!” (Di nhién, giGi
chuyén gia may tinh lai c6é cai nhin khac: “Cliff khong phai 1ap trinh vién,

'J’

nhung qua la mot tay thién van hoc dai tai!” May man thay, thdi gian dao

tao sau dai hoc da day toi cach danh Iwra ca hai phia.)

Nhung theo 16i néi thong thuong, hacker 1a ké xam nhdp trai phép vao cac
mdy tinh?. Ndm 1982, sau khi mdt nhém sinh vién dung cac thiét bi dau
cudi, modem? va day dién thoai duong dai dé xAm nhap vao Los Alamos? va
Trung tam Y té Columbia, thi cong dong mdy tinh md&i chgt nhan ra 16 hong

cta cac hé thong két ndi mang.

2 Tt nao dung dé chi nhitng ké xam nhap mady tinh trdi phép? Cac chuyén
gia phan mém theo trudng phai cii thwong rat tw hao khi dwoc goi la hacker,
va ho cam ghét Iii trdm vat da tranh mat tir nay. Trén cac mang may tinh, cac
chuyén gia goi nhitng ké vo lai nay trong thoi dai dién t@ cua chung ta la
“cracker” (ké dot nhap) hay “cyberpunk” (ké khting bé mang). O' Ha Lan c6
ti “computervredebreuk” — hiéu theo nghia den la quay réi hoa binh may
tinh. TOi thi sao? Hanh dong xam nhap trai phép vao may tinh vdi y dinh
pha hoai khién t6i lién twdng dén nhitng tir nhw “varmint” (ké vO cong roi
nghé), “reprobate” (ké vo lai) va “swine” (do6 con lgn).” (TG)

3 Modem: Mot thiét bi chuyén dung dé ma hoéa tin hiéu séng thanh tin hiéu
sO va phién gidi ngugc tin hiéu so6 thanh tin hiéu séng. (BTV)

4 Los Alamos: Mot co s& nghién citu khoa hoc dit gan thanh phé Santa Fe &
bang New Mexico, My. (BTV)

Cw vai thang lai xuat hién mot tin don vé viéc hé thong cua ai dé bi tan
cong; chuyén nay thwong dién ra & cac treong dai hoc, va ngwoi ta thuong

do 16i cho sinh vién hodc 16p thanh nién méi 16n. “Mot hoc sinh cap ba xuat
sac da xam nhap vao mot trung tdm may tinh c6 hé thong an ninh hang dau.”
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Thwong thi, nhitng sy kién nay déu vo hai va dugc coi la tro dua tinh quai
cua hacker.

Liéu bd phim War Games?2 (tam dich: Tro choi chién tranh) c6 thé xay ra
trong doi thyc khong — mot hacker tré nao do6 xam nhap vao mot may tinh
ctia Lau Nam Goc va gay ra chién tranh khong?

> War Games: Mot bo phim khoa hoc gia twdng ciia My, khéi chiéu vao ndm
1983. Phim ké vé mot hoc sinh cap ba v6 tinh xam nhap vao mot siéu may
tinh quan sy cia My, gay ra cudc chién tranh thé gi6i lan thit ba. (BTV)

T6i nghi ngd diéu d6. Di nhién, viéc mo mam vao cac may tinh & trudng dai
hoc khéng khé, vi hé thong nay khong can dén an ninh. Thyc ra, dén ctta
vao cac toa nha ¢ d6 con hiém khi dwgc khoa can than. Theo hinh dung cta
toi, may tinh quan sy la mot cau chuyén hoan toan khac — han la ching sé
duwgc bao vé chat ché nhw cac can c quan sy vay. Ma du ban cé thé xam
nhap dugc vao hé thong dé di nita, that nwc cwdi khi nghi rang ban c6 thé
gdy ra mot cudc chién. Toi tham nghi, may tinh khong thé kiém soat nhitng
diéu do.

Cac may tinh ¢ LBL khong dwogc bao vé mot cach qua dac biét, nhung
ching t6i dwgc yéu cau phai lam sao dé ngan ké la xam nhap va st dung
ching trai phép. Ching t6i khong lo may tinh bi pha hoai ma chi muén co
quan tai trg la Bo Nang Lwgng dirng lam phién. Néu ho mu6n son may tinh
mau xanh, thi ching t6i sé dat mua chdi quét.

Nhung dé phuc vu cac nha khoa hoc t6i tham, chiing t6i cting 1ap ra mot so
tai khoan may tinh danh cho khach. Vi tén tai khoan la “guest” (khach) va
mat khau cling 1a “guest,” bat ¢ ai cling c6 thé st dung hé thong nay, véi
diéu kién thoi gian dung mdy tinh cia ho khéng qua mot vai dé-la. Hacker
c6 thé dé dang xam nhap vao tai khoan nay vi n6é khong duwgc bao mat. Kho
c6 thé coi day la mot vu xam nhap, vi thoi gian dang nhap chi gigi han trong
vong 1 phut. Nhung tir tai khodn nay, ban c6 thé quan sat hé thong, doc bat
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ct tép tin cong khai nao, va biét nhitng ai dang dang nhap. Nhung ching t6i
cho rang c6 thé chap nhan rai ro an ninh nhé xiu nay dé doi lay sy tién lgi.

Ngam nghi vé tinh hudng nay, t6i khong khoi hoai nghi rang hacker nao dé
da tdy may nghich ngom hé théng ctia t6i. Ai quan tam téi linh vuc vat ly
hat lam gi ch! Cha, thuc ra gidi khoa hoc c6 1€ sé phan khdi 1am néu cé
ngudi chiu doc cdc cong trinh ctia ho. O ddy khong c6 gi dic biét thu hiit cac
hacker ca — khong c6 sieu may tinh thoi thuong, khong c6 nhitng bi mat
thirong mai hap dan, khong c6 dit liéu tuyét mat. Cai dugc nhat khi lam viéc
& LBL la bau khéng khi han 1am va c&i ma.

Cach do 80km, Phong Thi nghiém Lawrence Livermore qua thuc c6 tién
hanh cong viéc bi mat 1a phat trién bom hat nhan va nhitng dy an kiéu Star
Wars®. D6 méi 1a muc tiéu tan cong kha di ctia hacker. Nhung khong thé tiép
can cac mady tinh cua Livermore dwogc, vi ching khong két noi v6i bén
ngoai. DTt liéu mat cta ho dugc bao vé bang mot phwong thitc cwe doan: c6
lap.

® Star Wars (Chién tranh giita cac vi sao): Tén mot loat phim gia twéng cia
My. (BTV)

Néu c6 ngwoi xam nhap vao hé théng cua ching toi, thi ho sé dugc diéu gi?
Ho c6 thé doc moi tép tin & ché do cong khai. Pa phan cac nha khoa hoc déu
chon co ché hién thi nay dé cac cong sy cung doc. Mgt s6 phan mém hé
thong cling dugc dat & ché do cong khai.

Tuy chung t6i goi la cong khai, song nguwdi ngoai khong thé tiép can dugc.
Trong s6 d6é c6 nhitng dir liéu doc quyén hodc da dang ki ban quyeén, chang
han céc thue vién phan mém va chuwong trinh soan thdo van ban. Mot s6 co s&
dit liéu khac khong phu hgp véi tat ca moi nguwdi — nhw danh sach dia chi
nhan vién hay bao cdo tién do cong viéc. Nhung khé c6 dé coi day la nhitng
tai liéu nhay cam va cang khéng thé goi la tuyét mat.
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Khoéng, t6i khong lo chuyén cé ngwoi xam nhap vao hé thong may tinh cta
chuing t6i bang tai khodn khach roi 1ay trdm so dién thoai ctia ai d6. Van deé
khién t6i ban tdm con 16n hon thé nhiéu: Liéu mot ngwdi la cé thé trg thanh
siéu nguoi dung? khong?

7 Siéu nguoi dung (superuser): Tai khoan nguoi ding dic biét, ding dé quan
tri hé thong. (BTV)

bé dap ting nhu cau cua 100 ngwoi dung cung lic, hé diéu hanh may tinh
phai phan chia tai nguyén phan citng hét nhw cach ngudi ta chia mot toa
chung cu thanh nhiéu can hd doc 1ap. Trong khi ngudi ¢ can ho nay xem ti-
vi, thi nguoi ¢ can ho khac noi chuyén qua dién thoai, nguoi khac nita lai
rita bat. Cac dich vu tién ich — dién, nuwéc, dién thoai — do quan ly toa nha
cung cdp. Moi cv dan déu phan nan vé dich vu cham chap va mitc gia thué
nha cét co.

Trong hé thong mdy tinh, mot ngwoi dung c6 thé ngoi giai toan trong khi
nguwoi khac giti e-mail dén Toronto, va ngwdi nita thi viét thw. Cac tién ich
trong mdy tinh do phan mém hé thong va hé diéu hanh cung cap; nguoi
dung nao ciing cau nhau vé phan mém khong dang tin cay, tai liéu rac réi va
phi st dung trén troi.

Su riéng tv & khu chung cw dugc kiém soat bang 6 khoa va chia khéa. Mot
cu dan khong thé buwdc vao can ho cia cw dan khac ma khéng c6 chia khéa,
va hoat dong ctia cac cuv dan sé khong anh hwdong dén nhau (néu cac birc
twong da kién c6). V&i may tinh, hé diéu hanh sé dam bao quyén riéng tw
ctia nguwoi dung. Ban khong thé tiép can lanh dia ctia ngwoi khac ma khong
c6 mat khau ding, va cac chwong trinh do ngwoi diung st dung sé khéng can
thiép lan nhau (néu hé diéu hanh phan b6 tai nguyén mot cach cong bang).

Nhung trén thue té, cac bitc twong chung cw chira bao gio da kién c6, nén hé
khi nao hang x6m t6 chitc tiéc tung, phong ngt nha t6i lai rung lén ting
chap. Va may tinh cuaa t6i thwong chay cham lai khi c6 qua 100 nguoi cung
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stt dung mot lic. Vi thé, toa chung ce mdéi can dén ban quén ly con may tinh
mdi can cac quan ly hé thong, hay siéu ngudi dung.

Vi chia khoa chi, ngudi quan ly chung cw c6 thé vao bat ky can hd nao. Tw
tai khodn dac quyeén, quan li hé thong cé thé doc hay diéu chinh bat ky
chwong trinh hodc dit liéu nao trén may tinh. Ngwoi dung dac quyeén co6 thé
vuot qua cac 16p bao vé ctia hé diéu hanh va toan quyén st dung may tinh.
Ho can quyeén lyc nay dé duy tri phan mém hé thong (“Stta chwong trinh
chinh stra nay di!”), diéu chinh hoat dong ctia hé diéu hanh (“H6m nay may
chay cham qua!”) va cho phép nguoi khac stt dung may tinh (“Nay, tao cho
Barbara mot tai khoan nhé.”)

Nguoi diung dic quyén sé phai hanh dong that than trong. Néu chi cé dac
quyeén doc tép tin, ho sé khong thé gdy ra qua nhiéu thiét hai. Nhung véi tdim
kim bai cta siéu ngudi dung, ban cé thé thay doi bat ky phan nao trong hé
thong — khong c6 co ché bdo vé nao truwdc nhitng sai lam cda siéu nguoi
dung ca.

bung vay day, siéu nguoi dung la dang toan nang, c6 thé tha ho tung hoanh
ngang doc. Dén thoi diém d6i gio®, anh ta cai dit lai dong ho cia hé thong.
Mot dia lwu trit mdi v? Anh ta la ngudi duy nhat c6 thé tich hgp phan mém
can thiét vao hé thong. Cac hé diéu hanh khac nhau goi tai khoan dac quyén
bang nhiéu tén khac nhau — siéu nguwoi dung, goc, quan ly hé théng — va
nhitng tai khoan nay phai luon duwgc bao vé rat chat ché dé ké la khong thé
xam nhap.

8 Thoi diém doi gio (daylight saving time): O mot sé nwdc 6n déi, vao mua
hé thi ho c6 quy wéc van dong hé thém mot gio so vGi gio tiéu chuan vao
mua hé nham tan dung gio mat tréi moc sém hon vao mua hé dé tiét kiém
nang lwgng chiéu sang va sudi am. (BTV)

Diéu gi sé xay ra néu mot hacker bén ngoai tré thanh nguwoi dung dac quyén
trén hé thong cua chiing t6i? Chac chan la han ta c6 thé tao thém tai khoan
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nguoi dung mai.

Mot hacker c6 nhitng dac quyén cua siéu nguoi dung sé giltt may tinh lam
con tin. V@i chia khéa chu trong tay, han cé thé tuy y danh sap hé thong hay
khién hé thong hoat dong chap chon. Han c6 thé doc, viét hay thay doi bat ki
thong tin nao trén may tinh. Tt vi thé ddc quyén nay, han c6 thé tiép can moi
tép tin ctia nguwoi dung. Cac tép tin hé théng cling sé do han tuy nghi x ly —
han c6 thé doc e-mail trwdc khi né duwgce g di.

Tham chi, hdan con c6 thé diéu chinh cac tép tin ké todn dé x6a diu vét cta
minh.

Vi gido s van tiép tuc néi vé song hap dan vdi giong déu déu. To6i birng tinh
khoi dong suy nghi mién man khi chgt nhan thitc duge diéu gi dang dién ra
trong may tinh cua ching t6i. T6i c6 chd dén phan hoéi dap, dat mot cau hoi
chiéu 1¢, r6i hap tdp chay ra ngoai, 14y xe dap va phéong thang 1én doi, tdi
Phong Thi nghiém Lawrence Berkeley.

Mot hacker siéu ngwoi dung. Co ké da xam nhap vao hé théng cua ching
toi, tim chia khéa chu, tw cho minh cac dac quyeén va tré thanh mét hacker
siéu ngwdi dung. Ai? Bing cach ndo? O dau? Va quan trong nhat, tai sao?
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CHUONG 3

Quﬁng dwong tww Pai hoc California t6i Phong Thi nghiém Lawrence
Berkeley chi dai khoang 400m, nhing con dwong doi Cyclotron déc dén noi
dap xe cling mat 15 phut mdi téi noi. Chiéc xe dap cii k§ vdi 10 banh rang
khong c6 s6 nhd, nén hai dau goi toi ra roi & may chuc mét cudi. Trung tam
may tinh cta ching t6i nam gon gitta ba may gia téc hat: may cyclotron
184-inch, noi Ernest Lawrence? 1an dau tién tinh ché dugc 1 miligram dong
vi uranium c6 thé phan hach; may Bevatron, noi phat hién ra hat phan-
proton; va may Hilac, noi ra doi ctia khodng sau nguyén to6 mdi.

9 Enerst Orlando Lawrence (1901-1958): Nha vat 1y hoc nguwdi My da dat
giai Nobel Vat Iy vao nam 1939. Ong néi tiéng vi 1a ngwdi phat minh ra may
cyclotron ciing nh cé vai trd quan trong trong Dy 4n Manhattan. Ong ciing
la nguoi sang lap hai co s@ thi nghiém Lawrence Berkeley va Lawrence
Livermore dwgc dé cap trong cubn sach nay. (BTV)

Ngay nay, nhitng chiéc may gia toc nay da tré nén 16i thoi — nang lugng
hang triéu volt cia ching da bi nhitng chiéc may va cham hat!? hang ti volt
vugt qua tw lau. Chung khong con mang lai nhitng gidi thwéng Nobel nita,
nhwng cac nha vat 1y hoc va sinh vién sau dai hoc van phai xép hang doi sau
thdng dé dwoc st dung duong beamlinell. Thyc ra, nhitng chiéc may gia toc
nay van cé ich trong viéc nghién ctu cac hat hat nhan la va tim kiém céc
trang thai m@i ctia vat chat, vdi nhitng cai tén bi an nhw plasma quark-gluon
hay c6 ddc pion. Va khi gi6i vat 1y hoc khong st dung cac chum tia nay, thi
ching dugc st dung trong cho viéc nghién cttu y sinh, bao gom ca linh vyc
tri liéu ung thu.

10 May va cham hat (particle collider): Mot loai may gia t6c st dung truc
tiép dong hat nguyén tir dé ban pha hat nhan. (BTV)
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I Puwong beamline: 12 duong qui dao ctia chum séng ctia cac hat gia tdc.
(BTV)

Vao thoi hoang kim cia Dy an Manhattan? trong Thé chién II, mdy
cyclotron ctia Lawrence la cach duy nhat dé do tiét dién ctia phan ng hat
nhan va nguyén ti* uranium. Dé hiéu tai sao phong thi nghiém nay lai dugc
bao boc trong bi mat: né 1a mé hinh xay dywng nha may san xuit bom nguyén
tur.

12 Dy 4n Manhattan: Dy 4n nghién cttu va phat trién trong Thé chién II, ché
tao ra nhitng vii khi hat nhan dau tién trén thé giéi. Dv an do My thuc hién
vGi su ho trg cia Anh va Canada. (BTV)

Trong nhitng nam 1950, hoat dong nghién cttu cia Phong Thi nghiém
Lawrence Berkeley van dugc giit bi mat, cho dén khi Eward Teller!2 1ap ra
Phong Thi nghiém Lawrence Livermore cach dé mot gio chay xe. Moi cong
trinh tuyét mat déu dugc chuyén dén Livermore, cac hoat dong khoa hoc
cong khai van & lai Berkeley.

13 Eward Teller (1908-2003): Nha vat Iy hoc ngudi My géc Hungary. Ong 1a
nguoi c6 nhiéu dong gop cho vat Iy nguyén ti, dac biét l1a trong nhitng dw an
phat trién bom hat nhan va dugc nhiéu nguwoi goi la “cha dé ctia bom nhiét
hach”. (BTV)

Co 1€é dé phtc tap hoa van dé, ca hai phong thi nghiém déu dugc dat theo tén
nguoi gianh gidi Nobel dau tién ctia bang California, ca hai déu la trung tam
veé vat 1y nguyén t, va ca hai déu nhan trg cap ti* hau dué cia Uy ban Ning
lwgng Nguyén ti¢ [My] la B6 Nang lwgng. D6 1a nhitng diém twong dong.

To6i khong can phdi cé chitng nhan an ninh khi lam viéc tai Phong Thi
nghiém Berkeley — ¢ day khong c6 hoat dong nghién citu bi mat hay hgp
dong quan sy nao ca. Nguogc lai, Livermore la trung tam thiét ké bom hat
nhan va céc tia la-ze day mau sac gia twdng nhw phim Star Wars. Day khé cé
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thé 13 noi danh cho méot cyu hippiel# téc tai 1da xoa. Trong khi Phong Thi
nghiém Berkeley cta toi lay lat séng nhd vao nhitng khodan trg cap khoa hoc
it 6i va nguon von dwgc chang hay ché tir treong dai hoc, thi Livermore lai
lién tuc m@& rong. Ké tir khi Teller thiét ké ra bom nhiét hach, hoat dong
nghién cttu tuyét mat cua Livermore chwa bao gio thiéu tién trg cap ca.

14 Cyu hippie (ex-hippie): Tt chi nhitng ngudi tirng theo trdo lwu hippie
(mot 16i song cua thanh nién My va phwong Tay vao thap nién 1960 véi
phuwong cham chéng doi xa hdi, phan doi chién tranh, dé cao ty do, tinh yéu
va hoa binh) nhung da quay lai 16i song binh thwong. (BTV)

Berkeley khong con c6 nhitng hgp dong quan sy khong 16, nhung hoat dong
cong khai cling c6 mot so lgi thé riéng. Trén cwong vi nhitng nha khoa hoc
thuan tiy, ching t6i duwgc khuyén khich nghién citu vé bat ci hién twong tha
vi nao, va chiing t6i luén cé thé cong bo cac két qua da gat hai dugc. Nhitng
c6 mdy gia toc cntia ching t6i c6 thé chi la thit do6 choi so véi cac quai thua
khong 16 cia CERN12 ¢ Thuy Si hay Fermilab!® & Illinois; tuy nhién, chiing
van tao ra dugc lugng dir liéu 16n, va ching téi chay mot s6 mdy tinh rat
dang né dé tién hanh phan tich. Thyc ra, ching t6i van lay lam ty hao khi
thay nhiéu nha vat ly ghi dit liéu & may gia toc khac, sau d6 tim dén day dé
xin phan tich nho két qua trén mdy tinh cta ching toi.

15 CERN (Conseil européen pour la recherche nucléaire): Mot t6 chifc
nghién ctu tai Geneve, Thuy Si. Pay la co quan hgp tac nghién cttu cua
nhiéu nwéc thanh vién chau Au va 1a mot trong nhitng phong thi nghiém vat
ly 16n nhat thé gigi. (BTV)

16 Fermilab (hay Phong Thi nghiém Gia t6c Qudc gia): Mot phong thi
nghiém quoc gia chuyén vé vat 1y hat cia My, dugc dat tai ngoai 6 Chicago
0 bang Illinois. (BTV)

Vé mat sttc manh tinh toan tho, may tinh cta Livermore troi hon han so véi
cta ching toi. Ho thwdng xuyén mua nhitng dong may tinh 16n nhat, nhanh
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nhét, va dit nhat ctia CrayZ. Ho can ching dé tim hiéu nhitng gi dién ra
trong mot phan ti gidy dau tién ctia mot vu né nhiét hach.

17 Cray: Mot hang san xuét siéu may tinh va cac thiét bi lwu trit va phan tich
s0 liéu cia My. (BTV)

Do hoat dong nghién cttu tuyét mat, hau hét cac may tinh cta Livermore déu
bi ¢6 1ap. Di nhién, ho ciling c6 mot s6 hé thong mé dé thye hién hoat dong
khoa hoc théng thwdong. Nhung cong viéc bi mat cua ho déu dugc gilt kin
nhw bung. Cac may tinh tuyét mat nay khong hé két noi vdi thé gidi bén
ngoai.

Viéc dwa dit liéu tir bén ngoai vao Livermore la bat kha thi. Nguoi thiét ké
ngoi n6 bom hat nhan st dung may tinh mat cta Livermore phai dich than
dén phong thi nghiém nay va dem theo dit liéu lwu tri trong bang tir. Anh ta
khong thé st dung vo s6 mang may tinh chay doc ngang khap dit nudc,
cling khong thé ng6i nha dang nhap vao hé thong dé kiém tra xem chwong
trinh ciia minh hoat dong ra sao. Vi may tinh ma ho mua thuong la nhitng
thanh pham dau tién dwgc xuat xwdng, nén Livermore thwong phai ty viét hé
diéu hanh riéng, tir d6 tao ra mét hé sinh thai phan mém ky quac, khong dau
c6 ngoai phong thi nghiém ctia ho. D6 1a cai gia cia viéc séng trong mot thé
gigi tuyét mat.

Tuy khong c6 strc manh xt¢ ly nhuw Livermore, song may tinh ctia ching to6i
khong phdi la do bé di. Dong may Vax cda ching t6i c6 toc do cao, dé s
dung va duoc gigi vat ly hoc wa chuong. Chung toi khong phai ty xay dung
hé diéu hanh riéng vi da mua hé diéu hanh VMS ttr nha sén xuat Digital, va
treng dung Unix tw trwong dai hoc. La mot phong thi nghiém md, may tinh
cta chung t6i c6 thé két n6i véi moi noi, va ching t6i ho trg cac nha khoa
hoc khap thé gidi. Khi phat sinh sy c¢6 vao nira dém, t6i chi can ngoi nha két
noi v6i may tinh & LBL — khong can phai dap xe t6i cho lam khi c6 thé giai
quyét van dé bang mot cudc goi.
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Nhung ngay lic nay, toi dang hdc toc dap xe tdi phong thi nghiém, vira di
dwong vira thac thom lo au khong biét c6 phai hacker da lot dugc vao hé
thong roi khong. Néu dung thi day sé 1a 10i giai thich cho mot s6 van dé vé
ké toan ma t6i dang tim hiéu. Néu ké la da bé dwgc khéa dé xam nhap vao
hé diéu hanh Unix va chiém 14y cac ddc quyén cta siéu nguoi dung, han sé
c6 thé tuy y x6a bo cac ban ghi ké toan. Va té hon, han c6 thé st dung két
noi mang cua ching t6i dé tdn cong cac may tinh khac.

T6i dai xe dap vao mot goc roi chay qua mé cung van phong. Lic nay da
hon 5 gio, ngudi binh thuwong han da vé nha roi. Lam sao t0i biét c6 ké dang
xam nhap vao hé thong? Thue ra, ching t6i c6 thé chi can gii e-mail cho tai
khoan ctia nghi pham véi nhitng thong diép nhu: “Nay, cé phdi anh la Joe
Sventek that khong?” Hodc ching t6i sé vo hiéu héa tai khodn cta Joe dé
xem rac roi con khong.

Dong suy nghi vé tén hacker nay chgt dirng lai khi t6i thady mot t@ ghi cha
trong phong lam viéc: nhém nghién citu thién van muén biét chat lwong
hinh anh cua kinh vién vong sé gidam di nhw thé nao néu ho ndi long cac chi
tiét ki thuat cho thau kinh. Thé cé nghia la t6i sé mat nguyén mot buoi toi dé
xay dung mo hinh trén may tinh. T6i khong con lam viéc chinh thitc cho ho
nita, nhung dau sao, mot giot mau dao hon ao nwdc 1a... Téi nita dém, t6i da
vé xong biéu doé cho ho.

Sang hom sau, t6i hao hirng trinh bay gid thiét cia minh cho Dave
Cleveland: “Toi cam doan day la mot tén hacker.”

Dave nga lung ra sau, nham mat lai, va thi tham: “Cam doan, chac r6i.”

Khong khé dé nhan ra Dave dang suy nghi rat lung. Cach quéan ly hé thong
Unix caa anh kha thoai mai. Do phai canh tranh véi cac nha khoa hoc co6 hé
thong VMS, anh khong that chat an ninh cho hé thong cia minh, vi sg cac
nha vat ly sé phan doi va chuyén sang thué may & ché khac. Bang céach tin
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twédng vao ngwoi dung, anh dé ngd hé théng va tdp trung vao viéc cdi tién
phan mém cho ho, thay vi xay dwng cac 16p phong vé.

Liéu co6 ai d6 dang phan boi niém tin cia anh khong?

Marv Atchley la sép méi cua téi. La ngudi it néi va nhay cdm, Marv diéu
hanh m&t nhém khé long 1éo, nhung bang cach nao dé ho van duy tri dugc
hoat dong cua cac mdy tinh. Marv la hinh anh d6i 1ap vdéi tredng ban cua
chiing t6i, Roy Kerth. O tudi 55, Roy c6 vé ngoai ctia tai ti Rodney
Dangerfield!® dang thu vai gido s dai hoc. Ong lam vat 1y theo phong cach
hoanh trang cta LBL, cho proton va phan-proton va dap vao nhau, r6i nhin
vao dong 16n x0n, két qua cua sy dung do nay.

18 Rodney Dangerfield (1921-2004): Mot dién vién néi tiéng & My. (BTV)

Roy d6i xtr v6i sinh vién va nhan vién ctia minh nhw nhitng hat ha nguyén
ti: xép ho thang hang, nap nang lwgng cho ho, réi ban ho vao nhitng vat thé
bat dong. Nghién ctru ctia 6ng doi hoi cong suat tinh toan 1én, vi moi lan van
hanh may gia toc, phong thi nghiém cua 6ng lai tao ra hang triéu sy kién.
Tradi qua nhiéu nam phai chiu dyng nhitng sy tri hoan cting vo so 10i bién ho
di kem, 6ng dan tré nén mat thién cam véi cac chuyén gia may tinh, vi thé,
moi khi go ctta phong 6ng, t6i chi loanh quanh néi vé vat ly twong déi va 1o
tit chuyén xtr ly tinh toan.

Gio thi ca Dave va toi déu c6 thé doan duwgc phéan tng ctia Roy khi hay tin
vé van dé ma chung t6i gap phdi: “Tai sao cac anh lai hd hénh nhu vay
chi?”

Phan ttng ctia sép thi d& doan nhw vay, nhung con ké xam pham thi sao? Y
nghi dau tién cta Dave la v6 hiéu hoéa tai khoan cta nghi pham va quén luon
chuyén dé. Téi thi cho rang can phai giti mot e-mail canh cdo dén ké xam
pham, bao han khon hon thi tranh xa ra kéo chiing t6i mach bo me han. Suy
cho cung, néu c6 ké xam nhdp thi kha nang cao do6 sé la sinh vién trong
treong.
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Nhung chiing t6i chwa ddm chac rang cé nguwdoi da xam nhap vao hé thong.
Chuyén nay c6 thé 1y giai cho mot s6 van dé vé ké toan gan day — ai d6 da
biét dwgc mat khau cia quan ly hé thong, két ndi véi may tinh ctia ching t6i,
tao mot tai khodn m@i va quay pha hé théng ké toan. Nhung han dung tai
khodn m&i lam gi néu da tiép can dugc tai khoan cia quan ly hé thong?

Sép khong bao gio mudn nghe tin xau, nhung chiung t6i danh thu hét can
dam xin lich hop vao gio trea. Ching t6i khéng c6 bang chitng rd rang vé ké
xam nhap ma chi c¢6 nhitng manh moéi vun vat dugc suy luan tir vai 16i ké
toan nhé nhat. Ma néu thyc c6 viéc nay, thi ching toi cting khong biét quy
mo ctia n6 dén dau va ai la thu pham. Roy Kerth ndi tran 16i dinh. “Céc anh
mat thoi gian qua! Mot 1l 10 mo, cac anh c6 chitng minh dwgce cai gi dau!
Tim hiéu lai ngay cho t6i r6i mang bang chirng t6i day.”

Lam sao dé tim ra hacker day? T6i nghi chuyén kha don gian: chi can dé y
ké dang st dung tai khoan ctia Sventek va lan theo dau két n6i cuia ho.

T6i danh cd ngay thit Nam dé theo d6i nhitng ngwoi dang nhap vao may
tinh. T6i viét mot chwong trinh dé thong bao cho mdy ctia t6i moéi khi cé
nguoi két ndi vao may tinh Unix. Tuy khong thé biét dwgc ngudi nao dang
lam gi, nhung t6i co6 thé thay tén ctia ho. Ct sau vai phit, may tinh cua t6i
lai kéu bip, va t6i nhin xem ai vita dang nhap. Mdt so la ban be t6i, nhitng
nha thién van hgc dang nghién cttu cac cong trinh khoa hoc hay cac sinh
vién sau dai hoc dang miét mai lam ludn an. Pa s6 cac tai khoan con lai la
cta nguoi la, khién toi chot da ban khoan khong biét lam thé nao dé nhan
dién dugc hacker.

Luc 12 gio 33 phut trwva thit Nam, Sventek dang nhap. To6i hét sttc phan
khich dé roi lai that vong hoan toan khi anh ta bién mat chi sau 1 phit. Anh
ta dau r6i? Manh moi duy nhat la ki hiéu nhan dang thiét bi dau cu6i cua anh
ta: anh ta vira st dung cong tt23.
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Ai dé6 vira ng6i @ mot may tinh va két n6i vgi phong thi nghiém cta ching
toi. Chiéc may tinh Unix cua t6i gan cho anh ta mot dia chi la cong tt23.

Vang, do la diém khdi dau. Viéc t6i can lam bay gio la tim hiéu xem sgi day
nao tuong tng véi céi tén logicl2la tt23.

19 Tén logic: Tén hién thi trong giao dién ngwdi ding va tng dung do ngudi
dung xac dinh. Quan tri vién hé thong hodc nguoi dung khac st dung tén
logic dé tao cac hang, truong dit liéu, dau chi muc... (BTV)

Thiét bi dau cu6i thuoc phong thi nghiém va modem tir duwong day dién
thoai déu dwgc gan nhan “tt”, con cac két noi mang sé co6 nhan “nt.” T6i
doan hacker hodc la ngudi trong phong thi nghiém hoac két néi qua modem.

Trong toi thodng xuat hién cam gidc rang mot xic tu nao dé dang ngap
ngirng do la vao mdy tinh cda ching t6i. Xét trén ly thuyét, viéc lan theo
duong dan tir mdy tinh dén con ngudi la hoan toan kha di. Han phai c6 ai do
& dau kia caa két noi.

Qua trinh lan theo duwong dan nay thuc ra sé kéo dai sau thang, nhung budc
dau tién cta toi la lan theo két noi ra khoi toa nha nay. T6i doan la mot
modem két noi tr dwong day dién thoai nao d6, nhung do cé thé la nguoi
trong noi bo phong thi nghiém. Su6t nhitng nam qua, hon 500 thiét bi dau
cudi da dugc két néi vao mang lwdi, va chi c6 Paul Murray theo doi viéc
nay. May man thay, cac két ndéi phan cing ty ché ctia ching t6i duwoc ghi
chép ky lwong hon so v&i phan mém ké toan tu ché.

Paul 1a mé6t ky thuat vién phan citng an dat, nau kin dang sau hang mé day
dién thoai loang ngoang. T6i tim thdy anh dang sau md&t bang diéu khién
dién t&r két n6i mot s6 bo may phat hién hat v6i hé thong ethernet toan
phong thi nghiém. Ethernet la hé thong cac duong dan dién tit két n6i hang
tram may tinh nhé. Mdt day cap ethernet mau cam dai vai ki-16-mét ngoan
ngoéo trwon khap phong thi nghiém cda chung t6i, nhung Paul biét twong
tan tirng xang-ti-mét cua no.
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Buc minh vi bi t6i qudy ray trong lic dang han day cap, anh nhat quyét
khong chiu gitp cho dén khi t6i chitng minh dwgc rang toi lam vay vi cé ly
do chinh dang. That té hét sizc! Ky thuat vién phan citng khong hiéu nhitng
van dé lién quan dén phan mém, va chuyén gia phan mém lai lo mo vé phan
cung.

Nho tham nién may mo nghich nggm séng radio nghiép du, toi ciing biét vo
vé vé k¥ nang han xi, nén it nhat gitta t6i v4i Paul cling c6 chit diém chung.
T6i cam 1dy mo han dy phong, sau vai phit bong tay vi vira lam vira liéc t6i
liéc lui, rot cudc t6i cling thu phuc dwgc sy né trong tiw anh, du bat dac di.
Cudi cung, anh ciing chui ra khoi dam cap ethernet va dan t6i di mot vong
quanh tram diéu phoi lién lac cta LBL.

Trong can phong day day do nay, cdc may dién thoai, hé thong lién lac,
radio va may tinh dugc két néi véi nhau thong qua mot mé loang ngoang
nhitng day cap dién, cap kim loai, cap quang va bang cam cap. Cong tt23
nghi pham di vao trong can phong nay va mét mdy tinh thit cap da néi né
v6éi mot trong sO6 hang nghin thiét bi dau cu6i. B4t ky ai két néi vao phong
thi nghiém sé duwgc gan ngau nhién cho mot cong Unix. Lan tdi, khi thay
mot nhan vat kha nghi, toi sé phai chay tdi tram diéu phoi va lan mo dau vét
bang cach tim hiéu chiéc may tinh dang thiuc hién viéc két noi. Néu han bién
mat tredc khi toi kip lan ra két néi nay thi, vang, chuyén kho réi. Ma du c6
thanh cong di chang nita, t6i cling chi c6 thé chi ra dwgc mot cap day cap di
vao phong thi nghiém. Tic 13, t6i van con cach ga hacker kia mot quang xa.

Tuy nhién, nhd mot sy tinh cd may man, phién két néi vao budi triva hdm do
da dé lai mot so6 dau vét. Thoi gian nay, Paul cling dang thu thap dir liéu
thong ké vé s6 nguwoi sit dung tram diéu phoi nén tinh co anh da ghi lai so
cong vao cho tirng phién két noi trong thang vira roi. T6i biét thdi gian ma
Sventek hoat dong & cong tt23, nén ching t6i c6 thé tim ra noi xuat phat cta
han. Ban in dit liéu théng ké cho thdy mot phién két néi 1.200 baud kéo dai
1 phtt dién ra vao lic 12 gio 33 phuit.
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1.200 baud sao? Con s0 nay noi lén diéu gi d6. Baud la don vi do lwong toc
do truyén dir liéu qua mét dwong day. Va 1.200 baud c6 nghia la téc do
truyén tai 120 ki tw/gidy — twong duong vGi vai trang gidy/phuit.

Modem quay s0 stt dung dwong day dién thoai van hanh véi téc d6 1.200
baud. Cac nhan vién trong phong thi nghiém trén ngon déi nay dang st dung
toc do cao hon, 9.600 hay 19.200 baud. Chi nhitng ai két néi qua modem
m&i chiu chap nhan toc d6 truyén dit liéu cham ri nhw thé. Va tinh chat an
danh cung su tién 1gi cua cac duong day két ndi nay la yéu t6 hap dan nhat
doi véi ké la. Cac manh ghép bat dau khép lai v6i nhau. Toi khong thé
chitng minh dwgc rang cé hacker trong hé théng, nhung qua thwe da co
nguoi két noi vao phong thi nghiém ctia ching t6i va st dung tai khoan ctia
Sventek.

Dau vay, khong thé treng mot phién két n6i 1.200 baud ra lam bang chitng
rang hacker da xam nhap vao hé théng. Mot dau vét khong hoan chinh, nhat
la khi n6 khong vugt qua pham vi toa nha nay, sé khong thé thuyét phuc sép
toi tin rang c6 diéu ki cuc dang dién ra. T6i phai tim dwgc nhitng bang
chitng khong thé pha nhan vé sy ton tai ctia hacker. Nhung bang cach nao
day?

Roy Kerth da cé lan chi cho t6i xem cac b6 do hat gan & may Bevatron:
Chung phat hién duwgc vo s6 nhitng twong tac ha nguyén ti, va 99,99% trong
sO d6 déu co thé ly gidi bang cac quy luat vat ly. Néu tap trung tim hiéu
dwong di cta tirng hat, ban c6 thé nghi moi loai hat déu tuan thu cac quy luat
vat ly da duoc biét tGi, va rang khong c6 gi méi mé dé tiép tuc kham pha ca.
Hay ban c6 thé gat cac twong tac c6 thé ly gidi sang mot bén, va chi quan
tam dén nhitng twong tac khong théa man cac quy luat chinh théng.

Gidi thién van hoc, ho hang xa cua gidi vat Iy hoc nghién cttu vé nang lugng
cao, ciling lam viéc theo cach twong ty. Pa phan cac vi sao déu nham chan.
Sy tién bo xuat phat tir viéc nghién cttu nhitng thit ky di — chuan tinh, an
tinh, thdu kinh hap dan — duwong nhw khong hé phu hgp véi nhitng mo hinh
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da quen thu0c tr 1au. Dit liéu théng ké vé s6 lwong cac ho 1om trén sao Thiy
cho thay hanh tinh nay da chiu nhiéu su va cham vao thoi ky so khai ctia hé
mdt troi. Nhung néu tim hiéu vé so6 it ho 16m bi cac doc ding hay swon nudi
cat ngang, ban sé biét rang hanh tinh nay da co lai trong qua trinh ngudi di
vao mot ti nam dau tién. Hay thu thap di liéu tho va gat bé ra nhitng gi co
thé dy doan. Phan con lai sé thach thitc cac gia thiét ctia ban.

Hay ap dung 16i suy nghi nay vao viéc theo doi nguwdi khac truy cap may
tinh cua toi. Toi c6 mot thiét bi dau cudi trén ban lam viéc, va c6 thé muwon
thém hai may nita. Gia st cong viéc cua t6i chi la ngoi theo dai lvu lwgng dit
liéu di chuyén vao trung tam may tinh. C6 khoang 500 dwong day di vao hé
thong, hau hét déu chay & toc do 9.600 baud, tirc khodng 150 ti/gidy. Néu so
lwgng duwong day dugc st dung tai mot thoi diém bat ky luon la 150, t6i sé
phdi doc hon 10.000 trang gidy/phut. Vang, ban nghi ding réi day. Toi
khong thé theo d6i mot lvu lwgng 16n nhw thé trén thiét bi cia minh dugc.

Nhung nhitng duong day téc do cao déu la ctia nhan vién ¢ LBL. Ching t6i
da do ra duwgc mot két noi kha nghi t6i mot duwong day 1.200 baud. S6 lvgng
loai day nay it hon (khong thé phuc vu qua nhiéu dwong day dién thoai goi
dén dugc), va téc do cia ching cham hon. 50 duwong day t6c dé 1.200 baud
c6 thé tao ra 100 trang/phut, va chirng dé van con la qua nhanh, khé theo déi
duwgc trén man hinh may tinh. Tuy vay, toi cé thé in ra tat ca cac phién twong
tac nay dé doc vao lic ranh roi. Mot ban in gidy sé la bang chitng chac chan
Ve viéc c6 ngudi da suc sao hé thong; néu khong thay gi kha nghi, ching t6i
c6 thé cho qua s viéc nay dugc roi.

T6i ghi nhan tat ca nhitng gi da dién ra trong tirng phién két néi 1.200 baud.
Dbay c6 thé sé la mot thach thitc vé mat ky thuat — vi khéng biét hacker két
ndi tit dwong day nao, nén tdi sé phai theo doi ca 50 duong day. Bang lo
ngai hon la cau hoi vé mat dao dic khi theo doi cac hoat dong lién lac. Liéu
ching t6i c6 quyeén theo doi luu lwgng dit liéu truyén qua cac duwong day cta
minh khong?
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Lic nay, Martha, ban gai t6i, dang chuan bi tot nghiép trwong luat. Bén
chiéc pizza c& 16n, ching t6i vira an vira n6i vé hé qua cua hanh vi dot nhap
trai phép vao mdy tinh. T6i hdi nang vé nhitng phién ha c6 thé gap phai khi
theo doi luong dir liéu do vé phong thi nghiém.

Vita nhém nhoam nhai pizza, Martha vira n6i: “Anh khong phai la chinh
pht, nén khong can dén trat luc soat dau. Kha nang té nhat 1a t6i vi pham
quyeén riéng tw. Nhwng nhitng ngwoi yéu cau két noi v6i may tinh co 16
khong c6 quyeén yéu cau chu s& hitu hé thong dirng theo déi minh. Anh hoan
toan co6 thé lam viéc dé ma.”

Vay la véi lwong tam trong sang, toi bat tay vao xay dung mot hé thong theo
doi. Chung to6i cé 50 dwong day 1.200 baud, va hacker c6 thé st dung bat ky
dwong day nao trong s6 nay. Toi khong cé thiét bi chuyén dung dé ghi lai
luong dir liéu.

Nhung c6 mot cach dé dang dé ghi lai hoat dong cua hacker: Diéu chinh hé
diéu hanh Unix dé khi m6t ké dang ngo dang nhap, hé thong sé ghi nhan
toan bo nhitng lan g6 phim. Giai phap nay nghe ciing hap dan, vi t6i chi can
thém mot vai dong 1énh vao phan mém deamon?? ctia Unix ma thdi.

20 Daemon: Phan mém chay dwé6i nén cia hé diéu hanh, khong chiu sy diéu
khién tryre tiép ctia nguoi dung. (BTV)

Ban than deamon chi la cac chvong trinh sao chép dit liéu tir bén ngoai vao
hé diéu hanh — chiung la tai mat ctia Unix. (Trong than thoai Hy Lap,
daemon la mot dang a than, & gitta than thanh va con ngudi. Xét theo nghia
d6, phan mém daemon cua t6i la mét dang & gitta hé diéu hanh toan nang va
thé gigi pham tuc cua nhitng thiét bi dau cudi va dia lvu trit.)

To6i c6 thé phan luong dau ra ctia daemon nhw 6ng ba chac trong mot dwong
ong, vi thé nhitng 1an go phim cua hacker sé dong thoi di ca vao hé diéu
hanh va mdy in. Nhitng giai phap phan mém liic nao ciing that don gian va
khéo léo.
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“Ctr thodi mai nghich nggm dong daemon di, nhung cé gi xdy ra thi anh
phai tw chiu trach nhiém ddy,” Dave Cleveland néi. “Chi can ton trong nhu
cau vé thoi gian cua ching la dugc.”

Wayne ciling canh bao: “Nghe nay, néu so sdy, chac chan anh sé lam héng ca
hé thong ddy. Sai lam c6 thé bién hé théng thanh déng bay hay, va anh
khong thé phan ttng kip dién bién tinh hinh dau. C doi cho dén khi bang
diéu khién in ra dong ‘Panic kernel mode interrupt?l’ — lic d6 thi dirng c6
tim dén t6i ma khoc nhé!”

21 Panic kernel mode interrupt: Dong ma thong béo ring hé théng da gip
phai mot 16i nghiém trong, khong thé khac phuc dwoc. (BTV)

Dave néi xen vao: “Ma nay, néu tay hacker ctia anh cé chit kinh nghiém nao
vé Unix, chac chan han sé danh hoi ra sy thay doi trong daemon day.”

Y kién nay da thuyét phuc t6i. Mot chuyén gia hé théng sic sdo sé nhan ra
rang ching toi da thay do6i hé diéu hanh. Ngay khi biét cé6 ngudi dang theo
doi, han sé pha hoai co s& di liéu ctia ching t6i va chuon thang. Viéc theo
doi 1én phdi bi mat, ngay ca déi véi siéu ngudi dung toan nang. P46 sé phai la
nhitng cong cu theo doi lang 1é va v6 hinh dé bat dwgc hoat dong cta ké xam
nhap.

Co6 1€ chi can thu bang duong day dién thoai la dwgc, nhung gidi phap nay
c6 vé khong 6n vi qua nhiéu khé. Chuing t6i sé phdi tua lai bang, va chi cé
thé biét hacker da go nhitng phim gi sau khi han da ngat két noi tr 1au. Cudi
cung, toi tim dau ra 50 may ghi am kia chir?

Co6 1é dia diém ly twdng con lai dé theo doi luong dir liéu la vi tri & gilta
modem va may tinh. Modem sé chuyén am thanh dién thoai thanh cac xung
dién twong thich v6i may tinh va cac daemon trong hé diéu hanh. Pudng
day modem & day chinh la 25 day dan dién det, loang ngodng bo trén san
nang trong tram diéu phoi. C6 thé két n6i may in hay may tinh ca nhan vao
cac duong day nay, va chung sé ghi lai nhat ctr nhat dong trén ban phim.
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Mot gidi phap loang ngodng rac r6i? Bung vay. Co hiéu qua khong? Biét dau
day!

Tat ca nhitng gi ching to6i can la 50 may dién bdo danh chit, may in va may
tinh c& nhé. Ban dau, viéc nay khong c6 gi khé khan ca — c viéc dén dat
van dé vGi quay cung cap vat to cia phong thi nghiém la dugc. Dave,
Wayne va cac thanh vién khac trong nhom hé théng mién cudng cho toi
muon thiét bi may tinh dau cudi cta ho. TGi cudi gio chiéu thit Sau, ching
toi da lap dat dugc 12 thiét bi theo doi ¢ tram diéu phoi. S6 con lai sé c6 mat
¢ day sau khi moi nguwdi ra vé hét. Toi vao tirng van phong, tv y treng dung
may tinh ca nhan & cac ban thu ky. Ho sé noi con tam banh vao thi Hai t6i,
nhung xin 16i thi dé dang hon 1a xin phép.

San nha bay la liét 50 may dién bao danh chit 16i thoi cung cac loai may tinh
dau cudi, trong khong khac gi mot con 4&c mong cua ky sw may tinh. Toi
nam ngu @ giita dé tién trong mdy. Mo6i mdy chiu trach nhiém thu thap dir
liéu tir mot dwong day, va hé cé ngwoi két noi véi hé thong, t6i lai choang
tinh vi tiéng lach cach ctia ban phim. Sau moi nita gid, mot thiét bi sé hét
gidy in hodc dung lwgng lwu trit, toi lai phai lan qua dé dé bo sung thém.

Sang thit By, Roy Kerth lay t6i ddy. “Ga hacker ctia anh dau r6i?”

Van con bung nhung trong tii ngl, chac ngwdi nggm t6i lic dé hoi nhw ca.
T6i hap hay mat nhv mot ga dan, 1am bam cau dugc cau chang veé viéc kiém
tra 50 chong gidy.

Ong khit miii: “Truwéc khi suc sao dong gidy kia, nhé mang thiét bi tra vé
cho cili ddy. Anh cit lang xang khap chon nhw ga dién, thira thiét bi lam viéc
cua nhitng ngwoi lam dugce viec. Anh gay su voi hang chuc nha thién van
hoc r6i day. Ma anh da lam dwoc viéc gi ra hon chwa? Chwa hé. Anh nghi
day la dau ha, san choi riéng ctia anh chac?”

Vi doi mat 10 do mét moi, toi kéo tirng chiéc mdy trd vé cho chta nhan cta
ching. 49 may dau tién khong cho ra két qua nao thu vi. Chiéc may thir 50
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in ra mot tai liéu dai 24m. Trong dém, c6 ké da xam nhap qua mot 16 hong
trong hé diéu hanh.
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CHUONG 4

V 3y 12 sust ba gio, mét hacker da ung dung dao quanh hé théng ciia chiing
toi, tuy nghi doc moi di¥ liéu. Han khéng hay biét rang chi€c may
Decwriter2? 1.200 baud cta t6i dd ghi lai phién truy cap ctia hin trén mot
cudn gidy in dai 24m. Ting dong lénh hdn dva ra, ting 16i danh may va
tirng phan hoi tr mdy tinh — tat cd déu dugc ghi lai.

22 Decwriter: Mot thiét bi dau cudi gom ban phim va mdy in dwgc DEC san
xudt vao khodng nhitng nam 1970. (BTV)

M4y in theo ddi duwong day tir Tymnet22, T6i khong nhan ra diéu nay, nhung
mot s60 dwong day 1.200 baud cua ching toi khong phai la duwong day
modem quay s6 ma dén tir Tymnet, mot hdng vién thong lién két cac may
tinh trén thé gidi.

23 Tymnet 12 m6t cong ty vién théng st dung dwong day dién thoai quay so
lién két nhiéu may tinh & khap noi trén thé gigi véi nhau khi Internet van
chwa phat trién. Khi Internet phat trién manh mé vao nhitng nam 1990, céng
nghé ctia Tymnet trd nén 16i thoi va cong ty da dong ctta vao nam 2004.
(BTV)

Truwéc khi bi chia tach, Hé théng Bell?* ndm doc quyén trong nganh vién
thong. AT&T?22 1a cach duy nhat dé két ndi New York véi Chicago. Bing
cach stt dung modem, hé thong dién thoai c6 thé x ly dit liéu, nhung tap am
va chi phi dich vu duong dai khién gidi phap nay khéng phu hgp véi may
tinh. Cudi thap nién 1970, mot s6 cong ty khac bat dau rut re tién vao linh
virc con méi mé nay va cung cap nhitng dich vu chuyén biét nhw dién thoai
dit liéu. Tymnet da xay dung mot mang lwdi dé két ndi may tinh & cac thanh
pho 16n.
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24 Hé théng Bell (Bell System): Hé théng cic cong ty cua Cong ty Dién
thoai Bell (sau nay la AT&T), cung cap dich vu dién thoai dwong dai ¢ Bac
My trong giai doan 1877-1984, va nhiéu lic nam doc quyén dich vu nay.
Vao nam 1983, chinh phtt M§ da budc hé thong nay phan chia thanh nhiéu
cong ty doc lap dé chong doc quyén. (BTV)

25 AT&T: Mot cong ty phat trién tir Cong ty Dién thoai Bell, sau d6 gan nhu
thau tém toan bo nganh vién thong My trong mét thdi gian dai. Hién nay,
day van la cong ty vién thong va truyén thong 16n nhat cia My. (BTV)

Y twdng ctia Tymnet don gidn nhung khéo 1éo: Tao ra mot truc vién thong
s0, cho phép tat cd moi nguwdi két noi vao truc nay bang cach thyc hién mot
cudc goi dién thoai cuc bo, sau do gt dir liéu dén bat ky may tinh nao trong
mang lugi. Tymnet sé nén dit liéu cia vai chuc nguwoi dung thanh mét sé goi
dir liéu, va gti ching di khap nwéc My véi chi phi rat thap. Hé thong nay
mién nhiém vdi tap am, va nguoi dung lai c¢6 thé c6 dwgce toc do nhanh tuy
y. Khach hang tiét kiém dwgc chi phi vi cé thé thyc hién mot cudc dién thoai
cuc bo dé truy cap vao mot may tinh & xa.

bé phuc vu gidi khoa hoc ca nwéc, LBL dat thué dich vu cua Tymnet. Mot
nha nghién citu & Stonybrook, New York mudn két noi v&i mday tinh cta
ching to6i sé goi vao s6 Tymnet cuc bd. Sau khi modem ctia anh ta két noi
v6&i Tymnet, nha nghién citu chi can yéu cau tiép can LBL la c6 thé lam viéc
nhuv thé dang & Berkeley. Gidi vat Iy hoc & xa rat chuong dich vu nay, va
ching t6i ciing vui mirng khi thay ho chi ngan sach nghién cttu dé thué may
tinh ctia chung t6i thay vi st dung may tinh cua ho.

Co nguoi da xam nhap vao day qua dwong day ctia Tymnet. Vi Tymnet két
n6i may tinh trén ca nwéc, nén hacker ctia ching toi c6 thé & bat ci dau.

Tuy nhién, khi do6 t6i khéng hé t0 mo vé vi tri cta hacker ma ban khoan
khong biét han da lam gi trong sudt ba gio dong ho d6. Dy doan cua toi da

https://thuviensach.vn



ding: Tai khoan cua Sventek dang dwgc st dung dé xam nhap vao hé thong
Unix cta chung toi.

Khéng don thuan la xam nhap. Ga hacker nay con la siéu ngudi dung.

Han da 1én qua 16 hong trong hé thong dé tré thanh mot siéu nguwdi dung —
tham chi han con khong can dang nhap vao tai khodn ctia quan 1y hé thong.
Hanh tung ctia han giéng nhuv loai tu hu vay.

Chim tu hi, mot loai ky sinh nu6i duwong, dé nho tritng vao té cta cac loai
chim khac dé “nhd” nudi con ho. Mang song cua tu hd con phu thudc vao sy
h& hénh, lo dang cua nhitng 6ng boé ba me ho nay.

Vi khach bi an da “dé” mot chwong trinh vao mdy tinh ctia ching t6i, dé hé
thong ap nd va nudi né 16n bang thitc an la nhitng dac quyeén.

Sang hom d6, ga hacker da viét mot chuwong trinh ngan dé cwdp lay dac
quyen. Thong thwong, Unix sé khong cho phép nhitng chwong trinh nhw vay
hoat dong, vi n6 khéng trao ddac quyén vugt qua gidi han nhitng quyén da
trao cho ngwoi dung thong thwong. Nhung néu chay chwong trinh tw tai
khoan siéu nguwoi dung, han sé nam dac quyén trong tay. Cong viéc ctia han
lic nay chi 1a héa trang cho chwong trinh — hay tritng tu hti — dé hé thong ap
nd va nuoi lon.

Ct cach 5 phat, hé thong Unix lai thyc thi mot chwong trinh riéng tén la
atrun dé sap xép lich trinh cho cac tac vu va thyc hién phan su don dep dinh
ky. Atrun van hanh & ché do dac quyén, toan bd quyén nang va s tin nhiém
cta hé diéu hanh la hau thuan cia né. Néu mot chwong trinh atrun gia mao
thé chan, né sé dwgc thuc thi trong vong 5 phiit v6i toan bo dac quyén caa
hé théng. Vi ly do dé, atrun nam trong vung hé théng dwoc bao vé va chi
quan ly hé théng mdai tiép can duwgce n6. Chi quan ly hé thong méi cé6 quyén
can thiép vao atrun.
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T6 tu hd nam & day: Trong 5 phit, han sé danh trdo triing ctia minh vGi
chwong trinh atrun cta hé thong.

Dé chuan bi cho cudc tan cong nay, han phai tim cach dwa dwgc chuwong
trinh ctia minh vao cai t6 hé thong da dugc bao vé ky cang. Cac hang rao
bdo vé hé diéu hanh dwgc xay dung chi dé ngan chan am muwu nay. Cac
chwong trinh sao chép thong thuwong khong thé viegt qua ching; ban khong
dé ra 1énh: “Hay sao chép chuong trinh cta t6i vao vung di liéu hé théng.”

Nhuwng c6 mot yéu t6 bat ngd ma chung téi chwa tieng dé y dén. Richard
Stallman, mot 1ap trinh vién ty do, ludn ung ho viéc chia sé mién phi thong
tin. Cac phan mém cua anh déu dugc phan phat rong rai — va tat ca déu la
nhitng chwong trinh tuyét voi, dwgc viét ra véi k§ nang cia mot bac thay.

Trong thap nién qua, Stallman da thiét ké€ mot chwong trinh bién tap rat hiéu
qua goi la Gnu-Emacs. Nhung Gnu khong chi la mot chuong trinh bién tap
van ban don thuan. Ban c6 thé dé dang tuy chinh né theo y mu6n. D6 la nén
tang dé xay dung nhitng chwong trinh khac. N6 tham chi con dwgc tich hop
chitc nang e-mail riéng. Nhw mot 1€ tw nhién, cadc nha vat ly hoc yéu cau
phdi c6 Gnu; va vi muon ban cho ho thém nhiéu chu ky dién toan nita,
chiing t6i san long cai dat chwong trinh nay.

Tét cd déu 6n, ngoai tr* mot van dé duy nhat: C6 mot 16i trong phan mém
nay.

Co ché cai dat Gnu-Emacs vao may tinh Unix cho phép ngwoi dung chuyén
tiép mot tép tin email tr thw muc cta ho cho nguoi khac theo cach rat ky
qudc. N6 khong kiém tra xem ngwdi nhan la ai, hay liéu ho c6 muén nhan
khong. N6 chi dat lai tén tép tin va thay doi nhan chu s@ hitu. C6 nghia la
nguoi giri da ban giao quyén s hitu tép tin nay sang nguwdi nhan.

Baén than viéc gi tép tin tir ving ctia ban sang vung cua toi khong cé van dé
gi. Nhung ban khong dwgc phép chuyén tép tin vao vung hé thong duwge bao
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vé, vi chi quan ly hé thong méi dwgc xuat hién & day. Phan mém cua
Stallman 1é ra phdi bao dam sao cho chuyén nay khong xay ra.

Nhung Gnu khong kiém tra. N6 cho phép bat cit ai cling c6 thé di chuyén
tép tin vao vung hé thong dugc bao vé. Ga hacker biét diéu nay; chiing t6i
thi khong.

Han dung Gnu dé danh trdo tép tin atrun gid mao véi phién ban altrun chuan
cta hé thong. 5 phit sau, hé thong da ap xong qua tritng ma han gti nho, va
thé 1a han lay dugc chia kh6a m@ cong vao may tinh cua toi.

Nho manh khée nay, han da ltra dwgc may tinh trao quyén cho minh. Han
cai chuong trinh gid mao vao noi ma hé thong dinh ninh rang né sé tim thay
mot chwong trinh hop 1é. Ngay khi Unix thyc thi chwong trinh atrun gia nay,
ga hacker sé tr¢ thanh siéu nguwoi dung. Toan bo ké hoach phu thudc vao
viéc han co6 thé tuy nghi di chuyén tép tin t&i bat c noi nao trong hé thong.

Gnu chinh 1a 16 hong an ninh trong hé thong cua chung t6i. Mot 16i tinh vi
trong ngoc ngach x6 xinh ciia mot phan mém pho bién. Nho cac 1ap trinh
vién hé thong cia ching toi vo tw cai dat ma khéng kiém tra k¥, c6 ai ngo
rang lai c6 ngay né pha huy toan bo hang rao an ninh cta hé théng nhw thé
nay.

Vay la t6i hiéu roi. Anh ban nay da dang nhap bang tai khoan khach, ro6i tan
dung 16 hong ctia Gnu dé chiém lay cac dac quyén, sau d6 bo sung mot tai
khodn méi vao cac tép tin cia may tinh.

Trewdc mat téi lic nay, moi thit hién ra that rdo rang: vai mét dau tién cta
cudn gidy in dién canh con chim tu hi chuan bi t6, dé tritng vao va ngoi cho

tritng nd. Va hon 20m gidy tiép theo la canh tu hi non tap vo canh.

Vi vi thé siéu ngwoi dung, han duge toan quyén st dung hé thong cta
ching t6i. Viéc dau tién han lam la x6a dau vét: chuyén phién ban atrun
chuan tr¢ vé vi tri cli. Sau d6, han l1ap danh sach e-mail cua tat cd nguoi
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dung, doc tin tic, cac cau chuyén phiém va nhitng bitc thw tinh. Han nam r6
moi thay d6i vé mdy tinh, cidc dé xudt xin trg cdp va nhan vién mdi tuyén
dung trong thang qua. Han tim kiém nhitng thay doi trong tép tin ctia quan
ly hé théng, va phat hién ra rang t6i chi vira mdi tdi lam viéc & day. Han
kiém tra mitc lwong va so yéu li lich cta t6i. BDang sg hon, han nhan ra téi la
mot quan ly hé théng, va biét tén tai khoan cua t6i.

Tai sao lai la t6i? T6i da lam gi chit? Nhung du gi, tir bay gio trd di, tot nhat
toi nén dung tén khac.

C& cach 10 phut, gd hacker lai go lénh “who” [ai] dé liét ké danh sach
nhitng ngudi dang dang nhap vao may tinh. R6 rang, han lo minh bi theo doi
hay nh® c6 ngudi tinh cd thdy han két noi. Sau d6, han tim kiém xem hé
diéu hanh c6 gi thay doi khong — néu t6i thay do6i cac chwong trinh daemon
dé ghi lai phién dang nhap cua han nhv y dinh ban dau, chac chan han sé
phat hién ra ngay. T6i chgt cdm thdy minh nhw mot dia tré dang choi tro
tron tim, khi ngwoi di tim di qua, chi cach noi minh dang tron vai xang-ti-
mét.

Trong gio dau tién, han viét mot chwong trinh quét ndi dung e-mail cuda tat
cd moi nguwoi, xem c6 ai nhac dén hanh tung ctia han khong. Tt khoa tim
kiém cua han la “hacker” va “an ninh”.

Dip cudi tuan qua, mot nha khoa hoc da khaéi dong mot chwong trinh mang
tén “thu thap” dé tong hop dir liéu ti*t mot thi nghiém. Ci&¢ cach vai phit,
phan mém nay lai thu thdp — mot cach vo hai — cac thong tin r6i dwa vao mot
tép tin. Ga hacker nhin thay chwong trinh nay, loay hoay mat 10 phit dé tim
hiéu xem n6 dang lam gi, va cudi cung ra tay hay né.

Cha! Ga nay qua la c6 tinh than canh giac cao do, lién tuc kiém tra xem c6 ai
lang vang xung quanh khong. Han két liéu bat cit chwong trinh nao ma han
nghi la dang theo doi han. Han m& hdp thw cta t6i dé xem cé ai viét gi vé

https://thuviensach.vn



hacker khong. Wayne ndi ding: néu ban & ngoai sang, han sé biét ban dang
theo doi. Tt nay vé sau, ching t6i sé phai tinh vi hon va hoat dong vo hinh.

Khi khong phai kiém tra dé dam bao sy an nguy ctia minh, han doc tép tin.
Bang cach suc sao cac tép tin 1énh va tap 1énh ctia mot s6 nha khoa hoc, han
lung ra duwong dan dén may tinh khac & phong thi nghiém. Moi dém, may
tinh cta ching t6i lai tw dong goi cho 20 may khac dé trao doi e-mail va tin
tirc mang lwdi. Khi ga hacker doc dugc cac s6 dién thoai nay, nghia la han
tim thém dwoc 20 muc tieu maoi.

Tu tep tin e-mail cia mot k¥ su:
“Chao Ed!

Hai tudn tdi toi sé di nghi mdt. Néu anh can ldy dir liéu cua tbi, hdy ddng
nhdp vdo tai khodn cta té6i 6@ mdy Vax. Tén tai khodn la Wilson, mat khau la
Maryanne (tén vg toi). Chuc anh vui vé!”

Ga hacker han la vui 1am, du Ed chac 1a khéng dwoc vui dén thé. Han dung
mang noi bo cua ching t6i dé két néi véi may Vax do, va dé dang dang nhap
vao tai khodn ctia Wilson. Wilson sé khong nhan ra rang cac tép tin cta
minh dang bi doc 1én, ma cé 1€ anh ta cling chang quan tam. Bdi 1€, ching
chi chita d¢ liéu s6, chi mot nha vat ly hat nhan dong nghiép vdi anh maéi
hiéu.

Vi khach khong moi nay biét rd6 cac mang ndi bo trong phong thi nghiém. 12
c6 may tinh 16n dwoc két n6i véi 100 mdy tinh phong thi nghiém thong qua
cong ethernet, dwong day néi tiép va keo cao su. Khi nhitng nha vat 1y hoc
muon lay di¥ liéu tir mot may tinh & may gia toc cyclotron dé dwa vao may
tinh 16n & cho chiing t6i, si thanh lich chang c6 nghia 1y gi véi ho ca. Ho sé
dung bat ky cong nao, bat ky duong day nao, bat ky mang lwgi nao. Sudt
ngan dy nam, cac ky thuat vién da dét 1én m6t mang lwdi day cap dan xen
chang chit xung quanh phong thi nghiém, két n6i cdc may tinh vGi bat ky
thit gi c6 vé hoat dong dwgc. Mang noi bo nay lan tdi titng van phong, két
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noi may tinh ca nhan, may Macintosh va céc thiét bi dau cudi vao nhitng co
may tinh c@ 16n cta chung toi.

Thong thuwong, cac may tinh trong mang lwdi duwge sap xép dé tin twdng lan
nhau. Néu mot may tinh chdp nhan ban, thi may tinh khac ciing vay. biéu
nay giup tiét kiém mot chat thoi gian: moi nguwdi chi phdi khai mot mat khau
khi str dung nhiéu may cung lic.

Ga hacker da 1gi dung sy tin nhiém nay dé xam nhap vao sau may tinh. Trén
cwong vi siéu ngwoi dung ¢ mday tinh Unix chinh ctia ching t6i, han nguy
trang duwdi danh nghia tén tai khoan ctia nguwdi khac. Sau dé, chi can go ctra
mot may khac trong mang lwGi 1a han c6 thé dugc chdp nhan ma khéng can
phai khai mat khau. Vi khach ctia chiing t6i khong biét nhitng hé théng nay
dugce dung dé lam gi; tuy vay, hdn van mo mam khap noi dé tim kiém dwong
dan két ndi tdi nhitng may tinh ma han chwa kham pha.

T&i cudi phién truy cap nay, may in hét myc. T6i ca nhe bit chi trén mat
gidy dé lam hién 1én nhitng nét 4n cta dau in, va biét dwgc rang ga hacker da
sao chép tép tin mat khau réi ngat két noi.

Tiéng guitar bass bap bung cat ngang dong suy nghi cta toi. Bén ngoai, The
Grateful Dead?® dang choi nhac & Nha hat Berkeley Greek du6i chan doi,
chi cach phong thi nghiém khodng 100m. Ngwdi ham mo ngoi tran khap bai
cd dé ngoéng vao trong nha hat, khién canh sat ciing khong can noi; t6i voi va
chay xu6ng, hoa minh vao hang nghin ngwoi khac trong nhitng chiéc ao
phong in loang 16. Nhitng ga an xin mét mdi con sét lai tir thap nién 1960
len 16i vao dam dong xin xé vé, ga ban tranh anh va can sa. Man doc dién
trong & nhém khac vong ra tirt Thung liing Strawberry da bo sung thém mot
tiét tdu manh mé ma chi 1i ban cung ching t6i dang 1€ la ngoai bai cé mai
tan thudng. Cudc song thé 1a tron ven r6i: hacker c& may ciing khong dang
dé phai bé 1& mét budi biéu dién cta Dead.

26 The Grateful Dead: Mot band nhac rock néi tiéng 6 My. (BTV)
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CHUONG 5

Bué’i sang tht Hai danh dau tuan lam viéc thit hai cta t6i & day. Xung
quanh la cac chuyén gia bo pho vi qua tai cong viéc, toi dam long ngong vi
khong biét phai lam gi. Nhung bat ci¢ chuyén gi cling cé thé xdy ra, nén tot
hon hét 1a to6i phai két thiic du an hacker nay di da.

Giong nhr mot nhan vién md&i man can, t6i ghi lai nhitng hoat dong cta
ngay cudi tuan vao s6 nhat ky. Khong phai t6i dinh dung s6 nhat ky nay,
chang qua nho vay t6i méi hoc dwge mot chwong trinh soan thdo van ban
trén chiéc may Macintosh. Nguyén tac vang cua gi6i thién van hoc la: Céi gi
khong dugc ghi lai thi khong xay ra.

Toi chuyén két qua cho nhitng nguwdi nay, tham cau nguyén rang dirng ai
nhan ra la t6i da nga qua dem ¢ phong may.

Vira dén van phong, sép da cho goi t6i.

Toi doan gia doan non rang c6 1é sép bwc minh chuyén toi ty y trung dung
tat ca cac thiét bi dau cudi. Viéc quan ly c6 thé 1éng 1éo, nhung khong ai co
thé nham mat cho qua chuyén nhitng ké cuéng may tinh di muwgn-khong-
xin-phép hang chong thiét bi trong phong thi nghiém ca.

Nhuwng Roy khong cau nhau vé chuyén dé6 ma mudn biét vé ga hacker kia.
“Han xuat hién khi nao?”

“Sang Chu nhat, Iic 5 gio, trong 3 tiéng.”

“Cé x0a tép tin nao khong?”

“X6a mot chwong trinh ma han nghi 1a dang theo doi han.”
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“Chung ta c6 dang gap nguy hiém khong?”

5

“Han la siéu ngudi dung. Han cé thé xoa tat ca cac tép tin caa chiung ta.’
“Chung ta c6 thé ngan chan han dugc khong?”

“Cé thé. Chung t6i biét 16 hong d6, khac phuc ciing nhanh th6i.”

“Anh nghi lam th€é sé ngan chan han dwgc chi?”

T6i c6 thé cam nhan dugce suy nghi cua 6ng dang hwéng vé dau. Roy khong
quan tdm dén viéc déng canh cita d6. Ong biét c6 thé nhanh chéng vo hiéu
héa tai khoan Sventek bi danh cap. Chuing t6i cling da nhan ra 16 hong ctia
Gnu-Emacs nén viéc xtt ly sé khong qua kho khan: chi can b sung hai dong
ma ra lénh kiém tra thw muc muc tiéu la duoc.

Nhuwng nén dong ctra lai hay ¢t dé m@? Di nhién, phan ¢ng r6é rang nhat &
day la dong lai. Chung t6i da biét ga hacker xam nhap vao hé thong nhw thé
nao va cting biét cach da han ra.

Nhung c6 truc trac nao khac nita khong? Liéu vi khach bi an con dé lai cho
ching t6i nhitng mén qua nao khac? Han da ti€p can dwgc bao nhiéu tai
khoadn? Pa xam nhap vao nhitng may tinh nao nita?

Con mot mdi lo nita. Cudn gidy in cho thdy ga hacker la mot 1ap trinh vién
hé thong dang né, c6 thé 1gi dung nhitng 16i tinh vi ma ching t6i chwra tirng
thay trwdc kia. Liéu han con lam nhitng gi nita?

Trén cuong vi siéu nguwoi dung, ban c6 thé thay doi bat ci tép tin nao trong
hé thong. Liéu ga hacker nay c6 chinh stta chwong trinh hé thong dé mé mot
16i vao ctra hdu hay khong? Liéu han cé can thiép dé hé thong chap nhan
mot mat khau ma thuat nao d6 khong?

Han c6 cay virus vao may tinh khong? Trén mdy tinh gia dung, virus phat
tan bang cach ty sao chép sang cac phan mém khac. Khi ban dwa phan mém
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nhiém virus cho nguwdi khac, virus sé ti sao chép vao phan mém khac, va c
thé lan truyeén tir dia no sang dia kia.

Néu virus vo hai, tuy khé phat hién nhung cé 1é né cling khéng gay nhiéu
thiét hai. Nhung c6 thé dé dang tao ra cac virus doc hai biét tiy nhan ban va
x6a hét cac tép tin dir liéu, hay cac virus nam im lim hang thang trdi réi mot
ngay nao do phat tac.

Virus la loai sinh vat am anh Iap trinh vién trong nhitng con ac mong.

Trén cwong vi siéu nguoi dung, ga hacker c6 thé gieo rac virus vao hé thong
& mitc do viéc nho ching tan goc la bat kha thi. Virus ctia han cé thé tw sao
chép vao phan mém hé thong va an ndp & nhitng ving ngdéc ngach tinh vi
trong may tinh. Bang cach tu sao chép tir chwong trinh nay qua chwong trinh
khac, ching sé v6 hiéu hoa cac no lyc diét triv ctia ching toi.

Khac vGi cac loai may tinh gia dung c6 thé xay dung lai hé diéu hanh tir dau,
chiing t6i da chinh sira hé diéu hanh nhiéu t6i noi khong thé di dén gap nha
san xuat va yéu cau: “Hay dwa cho ching t6i mot phién ban goc.” Khi bi
nhiém virus, ching t6i chi c6 thé xay dung lai hé diéu hanh dya trén nhitng
bang tir dw phong. Néu han cdy virus vao day tir sau thang trudc thi bang dy
phong cua chiing t6i khéo ciling bi nhiém roi.

Biét dau han da cdy mot qua bom logic — mét chwong trinh hen gio phat no
vao mot thoi diém nao do trong twong lai. Hodc cling c6 thé ké xam nhap chi
md&i cuwdp cac tép tin dit liéu, tiéu diét mot vai chwong trinh va lam loan phan
meém thong ké cua ching t6i. Nhung lam sao dé khang dinh rang han chwa
lam diéu gi t6i té hon? May tinh cia ching t6i da md rong ctta cho han sudt
mot tuan. Lam thé nao dé chitng minh rang han chwa qudy pha co sé di
lieu?

Lam thé nao dé ching t6i c6 thé tin cdy cac chwong trinh va dir liéu cda
minh mot 1an nita?
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Chung t6i khéng thé. Ngan chdn han cling vo ich, vi han sé tim cach khac dé
lu6n vao. Ching t6i can phdi tim hiéu xem han da va dang dinh lam gi.

Trén hét, ching toi phai biét ai & dau day bén kia.

“Chac lai dam sinh vién & treong Berkeley,” t6i néi véi Roy. “Ching la bac
thay Unix, va ching van coi ching ta la nhitng ké ngoc.”

“T6i khong dam chac.” Roy nga ngwoi ra sau ghé. “Nguoi & Berkeley xam
nhap vao day qua Tymnet lam gi, khi ma chiing c6 thé dé dang két ndi qua
duong dién thoai?”

“Biét dau Tymnet chi la 16p vo nguy trang,” t6i néi. “Mot noi dé l1an tron.
Néu han két noi truee tiép v6i phong thi nghiém, ching ta sé truy ra tung tich
han. Nhung bay gid, ching ta sé phai lan dau theo ca Tymnet va duong day
dién thoai.”

Lap luadn cua to6i khong thuyét phuc dwgc sép. Co 1€ xuat phat tv kinh
nghiém lam khoa hoc hay do tinh da nghi, Roy dé ngé moi kha nang: phai
thay ngwoi tredc ro6i méi két luan. Ban in vao cudi tuan ching to6 day la mot
1ap trinh vién gioi, nhung han c6 thé & bat e dau. D€ tim ra han, ching t6i
sé phdi lan theo cac duong day dién thoai. Cai gia ctia bang chitng viing
chac 1a m6 hoi nwdc mat.

Trudc dau vét ctaa vi khach bi an, Roy chi nhin thdy nhitng dau chan. Tai thi

lai thdy mot ké xam pham.

Quyét dinh ctia Roy la chwa dwa ra quyét dinh nao. “Hom nay hay déng tat
cd cac duong két ndi mang lai. Sang mai t6i sé gap giam doc xem nén lam
gl.” Chuing t6i c6 thé tri hodn, nhung sém mudn gi thi ching t6i cling phai
hodc la truy tim han, hodc la chan ctta vao cta han.

T6i c6 muodn rong rudi khap thanh pho dé dudi theo ai d6 khong? T6i sé phai
bd cong bo viéc, khong duwge lam nhitng cong viéc tinh toan lién quan dén
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khoa hoc. N6 ciling chang lién quan gi dén thién van hoc hay vat 1y hoc.
Nghe giong tro san bat cuép hon — hay tro tron tim.

Tuy nhién, nhin vao mat tich cuc, c6 thé t6i sé hoc dugc dam ba diéu hay ho
vé ddu vét dién thoai va mang lwéi. Tuyét nhat 1a ngéi muwong twgng ra nét
mdt cua nhdc choai choai nao do khi ching toi pha ctra xong vao phong ky
tic xa cda han va hét 1én: “Diing yén! Bé tay ra khéi ban phim!”

Chiéu thtt Ba, Roy goi cho t6i. “Giam doc n6i: ‘Pay la khing bd dién tu.
Hay huy dong moi ngudn lyc can thiét dé bat dugc tén khon nay. Mat bao
1au ciing dwgc. Danh han ba tuan, néu phai thé. Hay téom bang dugc han.””

Vay la néu t6i muon san ga hacker nay, ban lanh dao sé hau thuan cho toi.
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CHUONG 6

Trén dwong dap xe vé nha, t6i mién man nghi vé nhitng ké hoach danh bay

ga hacker. Nhung gan vé dén noi, tam tri toi lai chuyén sang bita t6i. That
tuyét voi khi c6 nguoi dé vé nha cung.

Martha Matthews va t6i da song chung véi nhau dwgc vai nam, tinh ca thoi
gian lam ban la suyt soat 10 nam. Ching t6i gan b6 véi nhau dén noi khong
nhd t6i quen nang tw khi nao.

Nhitng ngwoi ban cii lac dau ngan ngdm. Ho chwa tirng thay toi cap vdi co
nao lau nhw vay. Thuong thi t6i sé yéu va quan quyt v6i mot c6 trong
khoang hai nam, sau d6 ca hai dan chan nhau va chia tay. Dén gig t6i van
duy tri quan hé ban be v&i mot vai nguoi yéu cii, nhung tinh cdm lang man
thi chi c6 bdy nhiéu théi. Nho théi da nghi va wa cham choc, t6i chwa bao
gio gan bo qua khang khit véi bat ky ai.

Nhung cudc song véi Martha lai mang dén mot cam giac khac han. Theo
thoi gian, tirng 16p rao bao vé lan lwgt bi g& bo. Co dy kién quyét doi ca hai
phai ngoi xudng noéi chuyén dé gidi quyét nhitng diém khac biét gitta ching
toi, doi dugc biét 1y do cho nhitng con gian dit hay nhitng ltic tam trang that
thwong cta toi, doi ca hai phai cung nghi cach dé cé thé séng hoa hop véi
nhau hon. Thu thyc ma néi, déi khi diéu nay ciing cé phan qua sttc chiu
dung — lic dang buc minh thi t6i chang muon chuyén tro gi cd — nhung
thudng thi né cé vé hiéu qua.

O bén co ay, tdi cdm nhan duge ban niang 1am tru cot gia dinh ctia minh. Mot
bu6i chiéu hoan hao la loanh quanh trong nha, néi lai cai cong tac dién, lap
vai cai bong deén, hay han lai khung ctra s6. Ching t6i c6 rat nhiéu budi t6i
yén a bén nhau, khi thi cuing may va, Itic lai doc sach, hay choi tro ghép chi.
T6i bat dau cam thay...
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Két hon u? Ai kia, t6i a? Khong. Nhat quyét la khong nhé. Két hon la thiy
khién con ngudi ta tri don di, la cai bay cho nhitng ké thich yén phan. Ban
két hon véi mot ngwdi, va ho ky vong rang ban muén doi cit nhw thé thoi,
khong bao gio thay doi, khong bao gio lam diéu gi m&i mé. Sé c6 nhitng
cudc chién nhung ban khong thé quay lung rii 4o bé di, ban sé mét moi khi
sang sang chiéu chiéu c phai nhin mai hinh &nh mét nguwdi quen thuéc dén
nham chan. B6 budc, &m dam, gia tao va qua muyc tam thuwong.

Séng chung véi nhau lai la mot cau chuyén khac. Ca hai déu dugce ty do.
Chtng t6i tu do chon lia viéc & bén nhau moi ngay, va mot trong hai c6 thé
ra di khi méi quan hé nay khong con c6 ich cho ching t6i nita. Nhu thé sé
tot hon, va Martha c6 vé hai long.

Vang, han la thé roi.

Toi chot da ban khoan khong biét Martha con gitt dwgc tam trang vui vé ay
khong néu vai tuan tdi toi sé ngu tai co quan.

Ba tuan dé truy bat ga hacker. Thyc ra thi viéc nay sé kéo dai bao 1au? C¢ I¢é
sé mat hai ngay dé dat bay, thém vai ngay bam du6i han qua cac mang lugi
va culi cung la tém gon. Co thé sé phai can dén sy hgp tac cia canh sét, vay
la thém mot hodc hai ngay nita. Chuing toi c6 thé lam gon ghé trong hai tuan,
sau do6 t6i sé lai duwgc quay vé vdi cong viéc quan ly mot chi€c may tinh, va
biét dau lai c6 thém thdi gian rdnh cho thién van hoc.

Chung t6i phai dét mét tam lwdi c6 mat da hep dé bat dugc ga hacker, nhung
phai da rong dé cac nha khoa hoc dé dang lot qua. Ngay khi han vira xam
nhdp vao mang lwédi, toi phai phat hién ra that sém va goi cho cac ky thuat
vién ctia Tymnet dé truy tim tung tich cudc goi.

Viéc phét hién hacker khéng c6 gi khé khan: t6i chi can cam chot trong van
phong vdi hai thiét bi dau cudi la du, mot dé lam viéc va mot dé theo doi hé
thong. Hé c6 ngwoi dang nhap vao may tinh, hai tiéng bip sé vang lén, bao

https://thuviensach.vn



toi kiém tra xem do la ai. Ngay khi ké la xuat hién, t6i sé chay dén tram diéu
phoi xem han dang lam gi.

Ve ly thuyét, ké hoach nay la bat kha that bai. Xét trén thuc té thi bat kha
thi. Trong s6 1.000 nguoi dung, t6i chi biét khodng 20 ngwoi. Can phai lam
gi vGi 980 ngudi con lai? Vang, danh phdi kiém tra titng ngwoi théi. Vay la
ct? cach hai phut t6i sé lai hoc toc chay ra sanh, khap khdi mong rang lan
nay sé bat duwgc ai d6. Va néu vé nha thi sé bo 1& mat tin hiéu, nén t6i bo
mac Martha va ngu ngay tai gam ban cta van phong.

Tam tham trai san c6 mui nhw ghé xe bus, va hé nghe thdy tiéng bip, t6i lai
ngoi bat day va kiéu gi cling cung dau danh cuc vao day ngan kéo ban. Sau
hai dém sttt dau mé tran vi chuyén nay, t6i nghi chac minh phdi tim cach
khac kha kham hon.

Neéu biét tén cac tai khoan bi danh cap, t6i c6 thé dé dang viét mot chwong
trinh dé canh chitng thdi diém han xuat hién. Khong can phai kiém tra tirng
ngwoi dang st dung mady tinh; chi can dé y thoi diém tai khoan bi danh cap
dang dugc st dung. Nhung t6i chgt nhd t6i 10i canh bao cia Wayne Graves
— phai hanh dong bi mat.

Nghia 13, t6i khong dugc trién khai chwong trinh nao trén mdy chinh nhung
c6 thé theo doi tt* mot may khac. Ching toi vira 1ap dat mot mdy tinh Unix
m6i, st dung hé théng Unix-82Z. Chwa c6 ai diing mdy, nén tuy c6 thé khong
an toan nhung chac chan n6 chwa bi nhiém virus. T6i c6 thé két ndi n6 vao
mang noi bg, 1ap hang rao bdo vé né tredc moi cudc tan cong kha di, va dé
no trong chirng nhitng c6 may Unix-4 va Unix-5.

27 Unix-8 1a phién ban thit 8 ctia Research Unit, mdt bién thé Unix dugc
AT&T phat trién. Twong tu d6i véi cac hé thong Unix-4, hay Unix-5 trong
cuon sach nay. Phién ban thit 8 cia Research Unix duwgc phat hanh vao nam
1985, tic la chi viva mé&i ra mat khi sy kién trong cudn sach nay xay ra.
(BTV)
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To6i sé bao vé lau dai Unix-8 ctia minh bang duwong hao mot chiéu: ngoai kha
nhap, nhung noi bat xuat. Théng tin cé thé di chuyén vao day, nhung khong
gi c6 thé di chuyén ra ngoai duwgc. Dave Claveland, tuy chang may hao hitng
véi viéc dudi bat ga hacker, nhung cling mim cuwdi hai long va nhiét tinh chi
cho t6i cach cai dat Unix-8 sao cho c6 thé tir choi cac yéu cau dang nhap
nhung van am tham quét cac may Unix khac dé tim kiém dau hiéu cua ké
xdau.

Viét chuong trinh nay khong kh6 — chi can vai chuc dong ma la da dé tao
trang thai chan doi v6i cac may tinh noi bo. Theo tap tuc lau doi, gidi thién
van hoc thudng 1ap trinh bing FortranZ®, nén t6i khong hé ngac nhién khi bi
Dave ném cho mot cai nhin day miét thi vi st dung thit ngén ngit co 10 si
ndy. Anh thach tdi ding ngén ngi* C22; trong vai phiit, anh da giam xuéng
con 20 dong ma dugc viét gon gang va chat ché.

28 Fortran: Mot ngon ngit 1ap trinh ra doi tir thap nién 1950. (BTV)

29 C: Mot ngbn ngit 1ap trinh dugce phét trién trong khoang thap nhién 1970.
Pay la mot trong nhitng ngdén ngit 1ap trinh pho bién nhat va la tién dé cho
rat nhiéu ngon ngir 1ap trinh dwgc phat trién sau nay. Hién nay n6 van con
dugc st dung rong rai. (BTV)

Chung to6i kich hoat chvong trinh giam sat cua Dave trén may tinh Unix-8.
T ngoai nhin vao, n6 giong nhw mot hé thong khac do phong thi nghiém
md&i bo sung. Nhitng ai hoi thong tin vé trang thai cia n6 sé nhan dugc 16i
moi dang nhap. Nhung ho khong thé dang nhap, vi may tinh nay sé tt choi
tat cd moi nguwdi ngoai trv Dave va t6i. Ga hacker chac chan sé khong nghi
ngo, do may tinh nay khong c6 vé gi la dwoc két noi mang.

Tw vi tri cao nay, chwong trinh dwva tin ciia mang lwdi sé hoi ti'ng may tinh
Unix rang, “Ai dang dang nhap vay?” Ci sau moi phut, chwong trinh Unix-8
sé phan tich cac bao cao nay dé tim kiém tén ctia Sventek. Khi Sventek xuat
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hién, thiét bi dau cudi cua t6i sé phat ra tiéng bip, va khi ay t6i sé ngbi bat
day va cung tran vao ban.

Nhung khong thé chi dung chuéng bao dong la bat duwgc ga hacker. Chiing
toi con phai bam theo han qua khap hé thong ctia minh va truy cho dén tan
hang 6 ctia han. D€ bao vé chinh minh, ching t6i can phai biét han dang lam
nhitng gi.

Khong thé lai di danh cap 50 thiét bi dé theo doi toan bd cac luong dir liéu di
chuyén trong hé théng, nén danh chap nhan chi theo déi nhitng duwong day
ma han co6 thé st dung. Sang thit Bay vira r6i, han truy cap thong qua mot
trong bon két n6i Tymnet, nén cé 1& bat dau tiv do 1a hop ly.

Vi khong thé mua, 1y cap, hay di muwon bon chiéc mday trong sudt vai tuan
duwoc, nén toi choi bai xin x6. Mot giao su vat ly dua cho t6i mot bo may
Decwriter cii k§ va toi ta, tham chi con han hoan ra mat vi c6 ngudi chiu
hitng dong rac 10 nam tudi giip minh. Mot thw ky quyén gép chiéc may tinh
ca nhan IBM dv phong, doi lai t6i phai day c6 cach st dung chwong trinh
bang tinh. V&i mot it banh quy, vai 10i nan ni, va chut it tha doan, toi c6
thém hai mdy in 16i thoi nita. Vay la ching t6i tré lai véi cong viéc va ghi
nhan tat ca luéng di liéu di chuyén trén cac duwong day Tymnet.

bén chiéu thit Tw la tron mot tuan ké tv khi ching t6i 1an dau tién phat hién
ra ga hacker. Tuy lot thom trong mé cung van phong va chi thap thoang thay
duge nhitng 6 cira so, t6i van c6 thé cam nhan r6 troi Berkeley day nang.
Chuong trinh giam sat cua Dave dang hoat dong, cac may in ban ron lach
cach theo tirng cti g6 phim, con t6i ngo6i nghi van vo vé bitc xa hong ngoai
t* cum sao That Nit. Thiét bi dau cudi dot ngot bip hai lan: tai khodn cta
Sventek dang hoat dong. Vira nhdo nhao chay dén tram diéu phoi, toi vira hy
vong; phan dau ctia ram giay cho thdy ga hacker da dang nhap vao lic 2 gio
26 phut va van con hoat dong.

May in nha ra tirng chit theo nhip go phim cua ga hacker.
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Han dang nhap vao may Unix-4 vdi tén Sventek, va diéu dau tién han lam la
liét ké tén cua tat cd nhitng nguoi dang két noéi. That may, khong cé ai ngoai
trt* mot nhom cac nha vat ly hoc va thién van hoc quen thudc; chvong trinh
giam sat cua toi dwge gidu ky trong may Unix-8. “Canh giac nita di,” t6i
nghi. Roi t6i thi tham vao thiét bi dau cu6i, “Xin 16i, & day khong co6 ai
ngoai tri gioi vat ly thién van chung t6i.”

Tuy nhién, han van quét tat ca chwong trinh dang chay. Lénh ps sé in ra
trang thai cua cac chuong trinh khac. Theo thoéi quen, t6i thwong go cti phap
ps -axu, ba ki ty cu6i nham ra 1énh cho hé théng Unix cha liét ké trang thai
cla tat ca moi nguwoi. Nhung ké xam nhap lai go ps-eafg. That ky la. T6i
chwa thdy ai st dung co hiéu bao gig. Dau vay, han ciing khong phat hién
dwgce gi nhiéu: mot vai chwong trinh phan tich khoa hoc, va mot chuwong
trinh sap chit ky cuc — va mot lién két mang dén hé thong Unix-8.

Han chi mat ba phit dé phat hién ra may Unix-8, dwoc két ndi long 1éo dén
hé thong Unix-4. Nhung liéu han c6 thé vao day khong? Véi 1énh rlogin,
han gb ctta may Unix-8 vdi tén tai khoan va mat khau ctia Sventek sau lan,
nhung tat ca déu khong thanh céng. Dave da déng chdt canh cita nay.

Duong nhu da hai long khi thdy khong c6 ai dang theo doi, hap 1ap danh
sach tép tin mat khau hé thong. Ciing khong c6 gi nhiéu dé suc sao ¢ day:
Tat cd mat khau déu dwgc ma hoa va lvu trit. Mat khau ma hoa tréng giong
nhw mot thit vo nghia; néu khong gidi dwgc mot mat ma cye kho, tép tin mat
khau v6i han chi 1a mot gidc mo.

Han khong vao vai siéu ngudi dung ma chi kiém tra xem liéu tép tin Gnu-
Emacs c6 bi chinh sita hay khéng. Diéu nay cham ditt nhitng hoai nghi vé
viéc c6 phdi ga hacker lan trudc véi lan nay la mot khong: ngoai han ra,
khong ai lai di tim kiém 16 hong an ninh nay trong hé thong ctia chuing t6i
cd. Vao lic 2 gio 37 phat, tirc 11 phut sau khi dang nhap, han dot ng6t dang
xudt ra khéi mdy tinh Unix-4. Nhung ching t6i chwa kip bat dau cudc truy
lung.
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Tymnet! T6i da quén bao vdi trung tam van hanh mang cda ho rang ho sé
phai lan theo diu vét ciia mot s6 két noi. Toi tham chi con chwa héi rang liéu
ho c6 thé 1an ddu trong chinh mang Iw6i ctia minh hay khéng. Bay gid, ngoi
nhin may in sao chép ra t'ng phim ma ga hacker da go, toi chi con vai phut
dé nam duoc dau vét.

Ron Vivier theo ddu mang Tymnet trong pham vi Bac My. Khi néi chuyén
dién thoai vGi anh, toi c6 thé nghe 1o tiéng anh go ban phim lach cach. Vi
giong néi ngit quang, anh héi dia chi niit mang cia chiing t6i. it ra toi ciing
chuan bi duwgc diéu d6. Sau vai phut, Ron da lan theo dau két noi tir cong
Tymnet & LBL. dén mdét van phong Tymnet & Oakland, & d6 cé ké da quay
sO két noi tir mot may dién thoai.

Theo Ron, ga hacker da goi vao modem cta Tymnet & Oakland, von chi
cach phong thi nghiém chung t6i Skm.

Goi thang vao LBL thi dé hon la bat dwong vong qua van phong Tymnet &
Oakland. Vay tai sao phai goi qua Tymnet trong khi c6 thé goi true ti€p vao
hé théng ctia ching t6i? Viéc goi truc tiép sé loai bo nhitng lién két trung
gian v&i Tymnet va diéu nay c6 thé dang tin cdy hon mot chat. Nhung goi
qua Tymnet sé tao thém mot tang dau vét nita.

Ga hacker da goi so truy cap cuc bd ctia Tymnet thay vi goi dén LBL. Viéc
nay ciing giong nhu viéc di mot quang dwong dai ba khu pho ma phai vong
veo ra tan duwong cao toc lién bang vay. RO rang, ké ¢ dau day bén kia biét ro
cach lan trén. Ron Vivier ngd 10i chia buén — dau chi can cé s6 dién thoai
cua Tymnet la xong, toi phai san lung mot nguwoi kia.

Ching t6i da di ding hwdng, chi c6 diéu con dwong nay c6 nhiéu khic
ngoat.

Bang cach nao do6, ching t6i sé phai lan dau theo cudc goi dién thoai nay,
ma dé lam dugc diéu d6 lai phai vién dén Iénh cda toa an. That mét mai.
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Khi ga hacker dang xuat, t6i ngdng mat l1én khoi cudn gidy in. Nhanh nhen
nhw mot cha cho cttu hda, Roy Kerth chdp lay va mang né xuéng tram diéu
phoi. Dave va Wayne ciing tdi do.

Khi Ron gac mady, t6i thong bao: “Han goi t* Tymnet Oakland. Nghia la han
chi loanh quanh day. Néu & Peoria, chac han sé tiét kiém dwgc chat tién néu
goi vao modem Tymnet & Peoria.”

“U, c6 1& anh ding.” Roy khong ngd rdng minh lai thua cugc.

Dave lai khong nghi vé chuyén lan theo dau dién thoai. “T6i ban khoan vé
lénh ps -eafg,” anh noi. “T6i khong thé li gidi tai sao, nhung c6 diéu gi do
khong ding. Co thé day chi 1a m6t con hoang twdng, nhung téi chac chan la
da tirng nhin thay t6 hop nay.”

“Unix chét giam. Chuing ta bi thé nay cling dang doi lam vi lai di st dung
mot hé diéu hanh phé pham nhw vay.” Wayne da thay co hoi dé khich bac
Dave. “Ma nay, tép tin mat khau d6 la v6 dung doi véi han phai khong?”
“Chi khi han s& hitu siéu may tinh. Phai c6 siéu may tinh md&i giai ma duoc.
Unix khac VMS, n6 c6 nhitng kh6a mat ma chat ché nhat,” Dave phan céng.
Roy da nghe chan vé nhitng cudc cai va nay roi; ong khong dé minh roi vao
cudc chién gitta cac hé diéu hanh nay. “Cé vé anh can mot s6 dau vét dién
thoai, Cliff.”

T6i khong thich cach 6ng lya chon dai tir nhan xwng, nhung ding vay, van
dé ndm & do. “Chung ta nén bat dau tr dau day?”

“Hay di bang dau ngon tay di.”
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CHUONG 7

Buﬁi sang sau hom chuing t6i theo doi ga hacker xam nhap vao may tinh,
sép di gap Aletha Owens, ludt st cia phong thi nghiém. Aletha khéng quan
tam dén chuyén may tinh, nhung canh giac trwdc nhitng van dé sap xady dén.
Co voi va goi ngay cho FBI.

Van phong FBI dia phwong tho o tredce tin nay. Fred Wyniken, dac vu ¢ chi
nhanh Oakland, ng@ vuc hoi: “Cac vi goi cho chiing t6i chi vi mat 75 xu thoi
gian st dung may tinh v?” Aletha c6 gang gidi thich vé an ninh théng tin va
gia tri dir liéu cua chiung t6i. Wyniken cat ngang: “Nghe nay, néu cac vi
chitng minh dwogc rang cac vi bi thiét hai hon 1 triéu dé-la, hodc cé ké toc
mach vao dir liéu mat, thi khi d6 ching t6i sé mé cudc diéu tra. Bang khong
thi hay dé ching t6i yén.”

Vang, tuy theo cach nhin nhan ctia moéi ngudi, dir liéu cia chiing t6i hodc la
vO gia tri hodc la dang gia ty ty d6-la. Cau tric cua mét enzyme dang gia
bao nhiéu? Gia tri ciia mot chat siéu dan nhiét do cao la bao nhiéu? FBI nghi
theo huéng nhitng cudc bién thi ngan hang; ching t6i thi lai séng trong thé
gidi nghién ctu. DT lieu mat u? Chung toi dau phai la can c quan sy hay
phong thi nghiém vii khi nguyén tu.

Du vay, ching t6i van can dén sy hgp tac cta FBI. Lan tdi, khi ga hacker
nay xuat hién, ching t6i sé bam theo han dén s6 dién thoai truy cap cta
Tymnet & Oakland. Tt do, toi hy vong c6 thé lan theo ddu vét dién thoai dé
tim ra han. Nhung nghe néi hang dién thoai khéng doi nao chiu lan dau
dwong day khi khong cé 1énh luc soat. Va dé cé dugce lénh do, ching t6i can
dén FBI.

Trudc thai do bat hop tac ctia FBI, Aletha goi cho uy vién cong td6 quan.
Ngai cong t6 vién dai dién cho Oakland khong hoi vong vo: “Co ké xam
nhap vao hé thong ctia cac vi sao? Té that, hdy lay lénh luc soat va lan dau
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vét theo cac dwong day di.” FBI c6 thé khong thém quan tdm, nhwng cac vi
cong td vién cta chung t6i lai rat sot sang tredc cau chuyén nay. Nhung ho
con phai thuyét phuc tham phan nita. Lénh luc soat kia it nhat mdt tuan nira
mdi vé dén tay chung toi.

Qua 5 gio mot chit, Dave ghé vao van phong t6i va néi vé vu xam nhap.
“Cliff nay, ga hacker khong dén tiw Berkeley dau.”

“Lam sao anh biét?”

“Anh thdy han go 1énh ps -eafg, ding khong?”

“Pung, ban in day nay,” t6i tra 10i. “Do6 chi la mot 1énh Unix binh thwong dé
liét ké tat ca cac chwong trinh dang hoat dong — “ps” c6 nghia la print status
(trang thai in), con bon ki ti kia diéu chinh man hinh hién thi. Xét & mot goc
do, ching giong nhu nhitng nim diéu chinh trén may nghe nhac vay — chiing
thay doi cach van hanh cua cau lénh.”

“Cliff, toi biét anh quen thudc véi Unix phién ban Berkeley. Ké tir khi Unix
Berkeley ra doi dén nay, ching ta go ‘ps’ mot cach mdy méc dé kiém tra
nhitng gi dang dién ra trong hé thng. Nhung anh thi néi t6i nghe xem nao,
bon ki ty kia diéu chinh cai gi?”

Dave nam thop rang to6i khong biét gi vé cac 1énh bi an cua Unix. T6i van
dung hét nhitng gi minh biét dwoc dé dwa ra cau tra 10i: “A thi, ¢ hiéu e c6
nghia la liét ké ca tén chwong trinh va moi treong, co hiéu a liét ké chuong
trinh cta tat cd moi nguwdi chit khong chi liét ké riéng chwong trinh ctua anh.
Nhu vay, ga hacker nay muon biét vé moi chwong trinh dang chay trong hé
thong.

“Anh néi ding mdot nia r6i. Vay con cd hiéu g va f dé lam gi?”

“Toi khong biét.” Dave don t6i dén khi t6i thita nhan sw ngu dot cia minh.
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“Co hiéu g la dé liét ké tit ca cac chwong trinh thu vi va khéng tha vi. Moi
chwong trinh nho nhdt, nhw ké toan, sé hién ra. Cac chwong trinh an cling
Vay.»
“Va chung ta biét rang han dang tdy may nghich nggm chwong trinh ké
toan.”

Dave cudi. “Vay la con lai co hiéu f. N6 khong ton tai trong Unix Berkeley.
Do la cach liét ke cac tép tin trong tirng chwong trinh cta Unix phién ban
AT&T. Unix Berkeley thyc hién viéc nay mot cach ty dong va khong can
dén co hiéu f. Anh ban ctia ching ta khéng biét vé Unix Berkeley. Han
thudéc mot treong phéi Unix 16i thoi.”

Hé diéu hanh Unix dwgc phat minh vao dau thap nién 1970 tai Phong Thi
nghiém Bell cia AT&T & New Jersey. Cudi thap nién 1970, nhitng ké cuéng
tin Unix tir Phong Thi nghiém Bell t6i tham Dai hoc Berkeley, va thé la mot
phién ban Unix m&i va phong pht hon ra doi. Cung v&i bén tam nuwdc nong,
trwong phai chinh tri canh ta va phong trao tv do ngon luan, Berkeley con
noi tiéng veé viéc trién khai hé diéu hanh Unix riéng.

Mot sw phan tach dién ra gitta nhitng ngwoi ing ho phién ban Unix nho gon
cua AT&T va nhitng nguoi yéu thich phién ban phitc tap hon ctua Berkeley.
Nhiéu hoi thdo da duoc t6 chirc, nhiéu tiéu chuan va 10i hita hen da duwoc
dwa ra, nhung bong dang cua sy dong thuan van chwa thdy dau, va thé gidi
ton tai hai hé diéu hanh Unix canh tranh nhau.

Di nhién, nhu tat cd nhitng nguwdi cé suy nghi ding dan khac, phong thi
nghiém ctia ching t6i st dung Unix Berkeley. Nguwdi ta noéi rang dan Bo
bong thién vi Unix cia AT&T hon, nhung suy cho cung thi ho dau phai
nhitng ngwoi phat minh ra bon tam nwdc néng.

Twr mot ky tw don 1é, Dave da loai trit toan bd cong dong may tinh ctia Bo
Tay. Mot hacker & Berkeley van c6 thé sit dung lénh kiéu cii, nhung Dave
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bac bo kha nang do. “Pay la ké chwa bao gio st dung Unix Berkeley.” Anh
hit mot hoi thé sau va thi tham: “Mot ké moi rg.”

Wayne khong dém xia gi dén Unix. La con nghién VMS, Wayne la mét ké
v6 dao & day. Hon nita, anh cho rang ga hacker khong thé biét dugc diéu gi
tir tép tin mat khau: “Khoéng ai gidi ma dwgc dong mat khau dé. Han chi biét
dwoc tén chung ta thoi. Sao phai ban tam chuyén d6 lam gi chu?”

Thyc ra t6i da nghi vé diéu nay réi. Mat khau 1a trong tdm an ninh & may
tinh 16n. May tinh gia dung khong can mat khau vi chi c6 mét nguwdi dung.
Bat ky ai ng6i & ban phim déu c6 thé cling truy cap bat ky chwong trinh nao.
Nhung khi ¢6 10 hoac 20 ngudi cung st dung chung mot hé thong, thi may
tinh phdi lam sao dé bado dam rang ngwoi & thiét bi dau cudi kia khong phai
la mot ké mao danh.

bong vai tro nhw mot chit ky dién tt, mat khau tham dinh sy xac thuc caa
mot giao dich. May ATM, thé dién thoai, mang chuyén tién dién ti, tham chi
ca may trad 10i dién thoai trong gia dinh déu phu thudc vao mat khau. Bang
cach danh cap hodc gia mao mat khau, hacker c6 thé tao tai san gia tao, danh
cap cac dich vu, hay chuyén tién vao nhitng tdm séc cao sul. Khi tién dugc
lwu triv trong két, nhitng ké pha két phai tdn cong vao khéa t6 hop3l. Con
trong treong hop nay, hang rao an ninh chi la cac bit trong bo nhé may tinh,
ké trom sé nham vao mat khau.

30 Séc cao su (rubber check, hay bounced check): Tir 16ng chi nhitng tdm séc
khong thé xt ly do ngudi viét séc khéng cé du so tién trong tai khoan dé
thwe hién 1énh giao dich. Séc nay sé bi ngan hang tra vé. (BTV)

31 Khéa t6 hop: Loai khoa duge mé bing cach xoay mot chudi ky tiy gom ca
chir va s6 theo mot trinh ty nhat dinh. (BTV)

Khi mdy tinh cta ban cé 50 hay 100 ngwdi dung, cé 1€ ban sé lrvu mat khau
cta tirng ngwoi vao mot tép tin. Khi ngwoi dung dang nhap, ban chi can hoéi
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mat khau va so sanh né v&i mat khau twong @ng lwu trong tép tin. Trong mot
moi truong than thién thi khéng cé van dé gi. Nhung lam thé nao dé ngan
ngwoi khac khéi toc mach nhin 1én vao tép tin mat khau? Cau tra 16i la hay
bao vé tép tin mat khau sao cho chi hé thong méi cé thé doc no.

Du ban da bao vé tép tin mat khau, nhung thi thoang tat ca cac tép tin lai
duwgc sao chép vao bang du phong. Mot 1ap trinh vién méi vao ngheé cling c6
thé doc dugc cac bang nay trén mét may tinh khac va liét ké ra noi dung cta
tép tin mat khau. Nhw vay, viéc bao vé tép tin don thuan la chwa da.

Nam 1975, Bob Morris va Fred Grampp cta Phong Thi nghiém Bell da tim
ra mot cach gitp bdo vé mat khau, ngay ca khi tép tin chita ching khong
dugc bao dam an ninh. Phuwong phap cua ho dva vao viéc ma hoa chit khong
dwa vao viéc bao vé tép tin. Néu ban chon mat khau la “cradle”, may tinh sé
khong don thuan lwu sw Iwa chon d6 vao tép tin mat khau. Thay vao doé,
Unix sé lam lam r6i tung cac ky tw thanh mot tr dwgc ma hoéa, vi du
“pnbyywersyq”. Tic la may tinh sé lvu mat khau ma héa chit khong lwu van
ban thuan tdy.

Nhu vay, mot tép tin mat khau ctia Unix sé trong nhu sau:
Aaron: fngs24lkcvs

Blacker: anvpqwOxcsr

Blatz: pn6yywersyq

Goldman: mwe785jcy12

Henderson: rp2d9cl49b7

Sau moi tén tai khoan la mot mat khau da dugc ma héa. Nhw Wayne da noi,
viéc danh cap tép tin mat khau chi cho ra mot danh sach ngwoi dung.
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Chwong trinh may tinh thyc hién qua trinh ma héa tw “cradle” thanh
“pnbyywersyq” dugc xay dung dya trén thuat toan ctra lat, tttc mot qua trinh
rat dé thwe hién theo chiéu xu6i, nhwng rat khé dao lai theo chiéu ngwoc.
Khi Sally Blatz dang nhap, co6 go tén tai khoan cua minh la Blatz va mat
khau cradle. Hé thong sé ma héa mat khau nay thanh pn6yywersyq réi so
sanh v&i muc nhap twong ¢ng trong tép tin mat khau. Néu hai muc nhap da
dugc ma hoéa nay khong khdp vdi nhau, Sally sé khong dugc truy cap nita.
Yéu t6 dugc so sanh ¢ day khong phaéi la mat khau bang van ban thuan tuiy,
ma la phién ban ma héa cia né. Sy an nguy ctia mat khau phu thudc vao
ham ctra lat.

C6 thé vi ham ctva 1at nhu banh c6c22 toan hoc: Ban c6 thé xoay né vé phia
trdc, nhung khong thé xoay né vé phia sau. Ham nay nhanh chéng phién
dich van ban thanh mat ma. Pé ngan chan viéc danh cap nhitng chiéc khéa
nay, phdi lam sao dé viéc dao nguwgc thuat toan trd thanh bat kha thi.

32 Banh céc: Mot cau tric gdom mot banh xe c6 ring, mot canh xién va mot
bd phan goi la coc gan vao banh rang dé lam cho cau triac nay chi cé thé
quay theo mot chiéu. (BTV)

Cac ham ctra lat ctia ching t6i dwgc xay dung dua trén Tiéu chuan Ma hoéa
Dt lieu (Data Encryption Standard — DES) do IBM va Co quan An ninh
Quoc gia (National Security Agency — NSA) phét trién. Ching t6i c6 nghe
ram ran tin don rang cac diép vién cia NSA da lam suy yéu DES dé NSA cé
thé bé mad duwgc nhung van gitt n6 & mic da manh dé ngudi binh thuong
khong thé qudy pha. Ciing theo tin don, viéc nay gitp NSA c6 thé bé ma va
doc noi dung tin nhan, nhuwng ngoai ho ra, khong cé ai khac lam dwgc
chuyeén nay.

Phan mém ma hoa theo chuan DES trong may Unix cta chung t6i dugc dé &
ché do cong khai. NSA da phan tich nhitng diém manh va diém yéu cua no,
nhung nhitng bao cdo nay dugc gitt bi mat. Thi thodng lai ddy 1én nhitng don
doan rang c6 nguoi dang tim cach gidi mat ma nay, nhung chwa c6 ai thanh
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cong. Trong lic chd NSA cong bd nhitng phan tich vé DES, ching t6i
khong cé su lwa chon nao khac ngoai viéc tin twdng rang qua trinh ma héa
cta minh 1a chac chan.

Wayne va t6i da chitng kién canh ga hacker xam nhap va danh cap tép tin
mat khau. Bay gio, han da biét tén cda vai tram nha khoa hoc. Chua biét
chirng han cling da kip truy van danh ba dién thoai cua ching toi — it nhat thi
danh ba ciling cé thong tin dia chi trong dé. Trtr khi han s& hitu trong tay mot
siéu may tinh ctia Cray, han sé khong thé ddo ngwgc ham ctra lat, va mat
khau cta ching t6i van an toan.

Nhitng Wayne van chwa hét lo lang. “Biét dau han da tim ra cach khon
ngoan nao dé dé ddo ngugc ham ctra 1at. Can tac v6 wu, hdy thay déi nhitng
mat khau quan trong cua ching ta di.”

T6i kho long ma phan d6i dwge. Su6t mdy nam nay mat khau hé théng van
gilt nguyén, du rang nguwoi dén ngudi di cling kha nhiéu réi. Toi khong phién
ha chuyén d6i mat khau; dé chiac an, mo6i may t6i lai dung mo6t mat khau
khac. Néu ga hacker lan ra dwgc mat khau cua t6i ¢ may Unix-4, han van
khong thé doan dwgc mat khau & nhitng may khac.

Truwdce khi dap xe vé nha, t6i nghién ngam lai ban in phién truy cap ngay
hém trwde. An gidu trong 10 trang gidy nay la nhitng manh méi vé con
ngwoi, vi tri va muc dich cia ga hacker. Nhung cé qua nhiéu diém mau
thuan: Chung t6i bam theo dau vét ctia hdn tr Tymnet téi Oakland,
California. Nhung Dave khong cho rang han dén tir Berkeley. Han sao chép
tép tin mat khau, nhung chwong trinh ma héa cta chiing t6i da bién né thanh
do bo di. Han dang lam gi vGi nhitng mat khau ma hoa do?

Xét & goc do nao do, chuyén nay gidng nhu trong nganh thién van hoc vay.
Chung t6i thu dong quan sat mét hién twgng, va tir mot vai manh maéi, ching
toi tim cach giai thich sy kién va tim kiém diém khéi nguon cta né. Gidi
thien van hoc da quen vdi viéc thu thap di lieu trong yén lang, thvong la
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bang cach ditng yén bat dong dang sau ong kinh vién vong trén mot dinh
ndi. Con & day, dit liéu thi thodng lai xuat hién, tir mot nguén goc bi an.
Thay vi tim hiéu nhiét dong lwc hoc va quang hoc, t6i can phai tim hiéu vé
mat ma hoc va cac hé diéu hanh. Theo m6t cach nao do, cé ton tai mot két
noi vat ly gitta hé thong cta ching t6i véi thiét bi dau cudi xa la kia. Khi van
dung kién thitc vat ly thong thuwong, c6 1€ ching toi sé hiéu duwoc diéu gi
dang dién ra.

Vat ly hoc: dé la chia khoa. Hay ghi lai nhitng quan sat cia ban. Hay ap
dung cac nguyén tac vat ly. Co thé phéng doan, nhung chi tin twéng vao
nhitng két luan da dwgc chitng minh. Dé tiép tuc, toi sé phai coi nhiém vu
nay nhu bai toan vat ly cia mot nguwdi ma@i vao nghé. Dén ldc phdi cap nhat
sO ghi chép roi.
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CHUONG 8

That ding lic! Vao 7 gior 51 phiit séng thit Tw ngay 10 thang Chin, ga
hacker xuat hién trong hé thong cua ching t6i trong sau phut, da thoi gian dé
bao dong cho thiét bi dau cudi cua t6i, nhung khong kip dé c6 hanh dong gi.
T6i do t6i ¢ nha, vi Martha thdy rang nam ngay & phong thi nghiém la da
r0i.

T6i khong c6 mat & phong thi nghiém dé chitng kién sy viéc, nhung may in
da ghi lai ba trang dir liéu hoat dong ctia ga hacker. Han da dang nhap vao
mdy Unix-4 bang tai khodn Sventek. Diéu dé thi t6i biét r6i — han c6 mat
khau cuaa Sventek va truy cap tit Tymnet.

Nhung han khong loanh quanh & may Unix-4 ma nhdy c6c qua n6 va dap
xudng Milnet23. Liic ndy, sy ton tai ctia Milnet dd dugc nhidu nguoi biét t6i
—n6 la mot phan cda Internet, mang may tinh lién két v&i hang mang lwdi
khac. Tt may Unix & phong thi nghiém, chung t6i c6 thé tiép can dugc véi
Internet, tir d6 tim dén Milnet.

33 Milnet: Milnet 1 viét tit cia cum Military Network (Mang Quén su),
dung dé x ly cac luong dir liéu khéng bi mat cia B6 Quéc phong MY.
(BTV)

Milnet thudc vé B6 Quoc phong.

Ga hacker két n6i v6i mot dia chi Milnet la 26.0.0.113, dang nhap vao day
v0i tai khoan “Hunter” va kiém tra xem han c6 mo6t ban sao cua Gnu-Emacs
khong, sau do6 bién mat.

Buoi trwa, khi t6i dap xe dén phong thi nghiém thi chwa c6 dau hiéu ngugc
dong nao dé bam theo. Nhung ga hacker da dé lai mot dau vét xudi dong
khong thé xéa bo. Pia chi Milnet d6 & dau? Trung tdam Thong tin Mang da
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giai ma giup t6i: Kho Quan nhu Luc quan MY tai Anniston, Alabama. Pay la
can c cua phitc hgp tén lira Redstone cua Luc quan, va n6 cach Berkeley
3.200km.

Chi trong vai phat, han da két ndi v6i mot can c quan sy thong qua phong
thi nghiém cua ching t6i. Ban in nay la bang chitng kha ro rang day chinh la
mot ga hacker. Khong c6 ai ngoai han st dung tai khodn cia Sventek. Va
con ai ngoai han lai di kiém tra 16 hong an ninh cia Gnu-Emacs trén mot
may tinh ¢ Alabama?

Xung quanh khong c6 ngwoi dé gan, vay la t6i nhac may goi cho co quan
cung cap thong tin vé Anniston. Pung nhw dy doan, Kho Quan nhu Luc
quan c6 mot trung tam may tinh, va sau mot lic hoi long vong, toi tim dugc
Chuck McNatt, chuyen gia Unix & do.

“Chao Chuck. Anh khéng quen t6i nhung cé 1€ chiing t6i biét c6 ké dang suc
sao trong may tinh cua cac anh day.”

“Anh la ai? C6 gi dé chitng minh rang anh khong c6 y dinh xam nhap vao hé
thong nay?”

Sau vai phut ngd vire, anh ta hoi so dién thoai cda t6i réi gac may, sau do goi
lai. Pay la nguwai khong dé tin nguwdi la. Hay ciling c6 khi anh ta goi lai cho
toi qua duwong day an ninh chang?

“Co tin xdu day,” toi néi. “Toi thdy c6 ké dot nhap vao hé thong cta cac
anh.”

“Chét tiét — la ga khon Hunter phai khong?”
“Pung. Sao anh biét?”

“Toi da tirng thay cai dudi cua han roi.”
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Vi giong ndi cham va lé nhe dam chat viung Alabama, Chuck McNail cho
toi hay rang Kho Vi khi Tén lita Redstone theo ddi cac nguon cung ng
quan nhu trén mot s6 may tinh Unix. Pé cac don hang duwgc xtr ly nhanh
chéng, ho két n6i véi may tinh cia Chuck tai Kho Quan nhu Anniston. Hau
hét cac lwu lwgng dit liéu cta ho déu la thong tin cap nhat — khong cé nhiéu
nguoi tir xa dang nhap vao day.

Mot budi sang thit Bay, dé tranh cai néng nuc cta tiét troi thang Tam, Chuck
di lam va kiém tra xem c6 nhitng ai dang dang nhap vao hé thong do anh
phu trach. Mot nguwdi dung tén Hunter dang sit dung mot khoi lwgng thoi
gian dién toan khong 16. Ngac nhién khi thdy c6 ngwoi lam viéc vao ngay
thi Bay, Chuck ban mot tin nhan 1én man hinh cia Hunter va yéu cau,
“Nay! Trinh thong tin nhan dang ra di!”

Hunter bi an danh may tra 16i lai: “Anh nghi t6i la ai?”

Chuck khong dé bi mac lira. Anh g*i mot tin nhan khac: “Hay trinh thong
tin nhan dang, néu khong to6i sé da anh ra khéi hé thong!”

Hunter dap lai: “T6i khong thé né6i dugce.”

“Vay la toi tong c6 han ra khoi hé thong,” Chuck néi. “Chung t6i ¢ goi cho
FBI, nhung ho khéng them quan tdm. Vay nén ching t6i thuyét phuc CID
lan theo dau vét moi két noi tGi day qua dwong day dién thoai.”

“CID 14 c4i ctia khi gi vay?”

“Nghiém tuc di nao,” Chuck néi. “CID la canh sat cta Luc quan, la Cuc
biéu tra Hinh sy [Crime Investigation Division — CID]. Nhung ho cling
khong lam gi may.”

“Khong bi mat tai liéu mat nao chit?”
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Van phong thuong try¢c cia FBI ¢ Montgomery, Alabama, cling noi vdi
Chuck hét nhw nhitng gi ma van phong cta hg ¢ Oakland da néi vai toi. Ho
chi diéu tra khi 1 triéu do-la bién mat. Bang khong, dirng lam phién ho. T6i
pham may tinh c6 gi hay ho dau.

“Anh tim thay ai?”

“Ky qudc lam,” Chuck ndi tiép. “T6i bat gap ga Hunter 1én vao hé thong hai
hay ba lan nita, nhung bo ghi am dién thoai lai khong c6 thong tin gi.”

“Toi ca la toi biét tai sao ddy. Han tiép can cac anh qua ctra hau. Két noi
Milnet. Dao nay c6 mot ga hacker nao do thwong xuyén xam nhdp vao hé
thong cda ching t6i, va sang nay han di vao hé thong cta cac anh.”

Chuck bu6t miéng chiti thé — vay la anh da bo 1 ba phut két néi nay. Anh da
giang bay trén moi duong day dién thoai, song lai chwra nghi dén viéc phai
theo doi cac lién két mang ctia minh.

“Chung t6i dang c6 gang tim hiéu xem ké dang xam nhap vao hé thong cua
minh la ai,” t6i ndi. “Chung t6i cho rang d6 la mot sinh vién & Berkeley, va
da san sang moi thit dé truy lung han. Dau vét dau tién tim dwoc chi dén
Oakland hay Berkeley.”

“Vang, t6i hiéu suy nghi ctia anh. O Alabama, chiing t6i ciing do ring do 1a
mot sinh vién,” Chuck n6i. “Chung toi cling tirng nghi dén chuyén déng
mang lai, nhung roi lai quyét tam bat han cho bang dwgc. Tha thay han ng6i
sau song sat hon la ng6i sau mot chiéc may tinh.”

To6i chgt lo lang cho si an nguy cua ga hacker. Néu bi Luc quan tém, han sé
gdp kho khan day.

“Chuck nay, toi c6 tin bat ngd cho anh day. T6i dam ca han la siéu nguoi
dung trén hé théng ctia cac anh.”
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“Khong. Han c6 thé danh cap tai khoan, nhung khong doi nao trd thanh siéu
nguoi dung dugce dau. Chung toi la can c quan sy ch dau phai truong dai
hoc ngu ng6c nao dé.”

T6i bam bung cho qua 15i si nhuc trén doi vdi Berkeley. “Han dang tim kiém

tép tin move-mail24 trong Gnu-Emacs clia cic anh déy.”

34 Move-mail: Chuong trinh may tinh do Dy 4&n GNU phét trién, c6 chic
nang di chuyén mail ttr thw muc mail ctia Unix sang tép tin khac. (BTV)

“Vang. Thi sao?”

“Anh c6 biét théi quen lam t6 cia loai tu hu khéng?” Toi giai thich vé co
ché cua 16 hong an ninh trong Gnu-Emacs.

Chuck kinh ngac. “Y anh 1a ching t6i da c6 16 héng nay tir lic dugc White
Sands22 gtii cho tép tin Gnu?” Anh huyt sdo. “Khong biét han da lang vang
& day bao lau r6i.” Vay la Chuck da hiéu vé 16 hong nay ciing nhw nhitng hé
qua cua no.

35 White Sands: M6t co s& thit nghiém vii khi ctia quan ddi M§ ndm & bang
New Mexico. (BTV)

Ga hacker liét ké cac tép tin trong hé thong Anniston. Nhin vao dit liéu ngay
thang ctia cac tép tin nay, cé thé doan han da quanh quan trong cac may tinh
ctia Anniston tir dau thang Sau. Vay la sudt bon thang, mot quan li hé thong
bat hgp phap da ngang nhién st dung may tinh cia Luc quan Alabama. Va
han chi dwgc phat hién mot cach tinh cd, khong phai do mot qua bom logic
phat n6 hay c6 thong tin nao bi danh cap.

Khong co thiét hai rd rang nao.

Xem k¥ cudn gidy in buoi sang, toi thay ga hacker da thyc thi 1énh thay doéi
mat khau. Trén mdy tinh ctia Anniston, han déi mat khau cta Hunter thanh
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“Hedges”. On Chda, cudi cung thi cling c6 mot manh méi xuat hién: Trong
v6 van cac phuong an dat mat khau, tai sao han lai chon chit Hedges?
Hedges Hunter? Hunter Hedges? Hay do khong phai tén riéeng ma la tu chi
mot tho sin qui — hedge hunter36? Tbi 14t dat chay di tim cudn danh ba dién
thoai Berkeley va gié dén muc H.

36 Hedge hunter (thg sdn quj phong hd): Tir chi cac quan ly qu§ phong ho
(mot loai hinh quy dau tw st dung cac bién phap dau tw rii ro cao) noi tiéng
v&i nhitng chién thuat dau tw xong xdo va thanh céng. (BTV)

Toi goi dién thoai cho ba nguwdi cé tén H. Hunter va biét dugc ho lan lugt la
Harold, Heidi va Hilda Hunter. “Xin chao, éng/ba c6 muon dat tap chi
Computer Reviews mién phi khong a?” Khong thu dwgc thanh qua gi. Tat ca
déu noi ho khong quan tdm dén may tinh.

biém twong dong gitta mot phong thi nghiém vat 1y & Berkeley va mét kho
quan nhu & Anniston, Alabama la gi? Vé mat chinh tri, day la hai dia diém
khong thé mau thuan hon: mot bén la mot can c* quan sw ngoan dao, con
mot bén la mot thi trdin ddm mau sac hippie v6i nhitng tv twéng cap tién.
Tuy nhién, vé mat ky thuat, ching t6i c6 mot s6 diém chung. Cac may tinh
cta cd hai bén déu chay hé diéu hanh Unix va két n6i qua mang Milnet.

Nhung dgi da — hé thong ctia Anniston chay Unix phién ban AT&T, khong
phai thi phuong ngit Berkeley ching t6i. Néu Dave Cleveland néi dung thi
ga hacker nay da dung nha trén hé thong ctia Annistion. Phdi chang day la
mot ga hacker mién Nam?
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CHUONG 9

Kh()ng thé chiu dung thém nhitng sanh duong vo trung, nhgt nhat mau anh
sang huynh quang, t6i di ra ngoai dé ngam toan canh khu Vung vinh & phia
dwdi. Khuon vién Pai hoc Berkeley nam ngay bén dwdi phong thi nghiém
cua toi. Tung co6 thoi la ngdi nha cua phong trao tw do ngon luan cung cac
cudc biéu tinh phan chién, truong dai hoc nay ngay nay van ndi tiéng vGi
treong phai chinh tri tw do va sy da dang chung toc.

Gan khuon vién treong, nhitng quan ca phé lic nao cling dac quanh mui
khoi thudc chen nhau moc 1én; day la noi cac sinh vién sau dai hoc vGi vé
ngoai hoc hac bo phd ngoi viét luan an tir nguon nang lwgng la nhitng coc ca
phé. O nhitng quan kem gan d6, cc cd gai ngoan ngoan thudc cac cau lac
b6 trong trirong ngodi cwdi ric rich, xen lan véi nhitng ga noi loan van do da
mau den va mai toc vuot dung ding. Nhung diéu tuyét voi nhat la nhitng
hiéu sach ctua Berkeley.

T mat tién phong thi nghiém, t6i c6 thé huwéng tam mat xa hon vé phia
nam, dén nhitng dwong phd dé chiu cia mién bac Oakland, ciing la noi
ching t6i dang 6. T6i song chung v&i dam ban cung nha quai gé&. Phia bén
kia vinh la San Francisco, xt s& than tién dwgc bao boc trong swrong mu.

Ba nam trwdc, Martha chuyén téi day dé hoc luat, va t6i lang nhang bam
theo. Vi nang t6i c6 thé di xuyén dat nwdc nay. Nang la nguwdi ban dong
hanh tuyét voi trong nhitng chuyén di b6 dwong dai va la m6t chuyén gia
tham hiém hang dong rat ctr. T6i gdp Martha lan dau khi bi roi vao mét cai
hang sau 9m, khién nang phai du day xudng dé giai cttu trong ltic t6i nam vo
dung mot cho, phan vi dang bi bong gan, phan vi 16 ngd chang biét lam gi.
Nho nhitng bat sip ga cta co dy, vét thuwong cua t6i lanh dan; s quy mén
cta t6i danh cho c6 nhéc lanh lgi, leo nii thoan thoat cling chuyén thanh
tinh yeéu.
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Bay gio, chiung t6i dang song cung nhau. Nang hoc luat va that sy thich né.
Thyce ra, nang khong mu6n lam luat sw, ma muoén tré thanh mat triét gia vé
luat. Ban ron la thé, khong hiéu sao nang van c6 thai gian dé tap aikido, mot
mon vo Nhat Ban, va thuwong vé nha vdi nhitng vét bam dap nhung nu cudi
rat rang rd. Nang nau an, lam vuwon, may va, lam moc va vé trang tri ctta
kinh. Dau ca hai cung quai g&, nhung ching t6i déu ngdy ngat trong sy quay
quan gia dinh tron ven.

Toi dap xe vé nha, ké cho Martha nghe vé cudc dét nhap & Alabama, va
phong doén ai c6 thé 1a ngudi ditng sau sy kién nay.

“Vay la c6 mot ké pha hoai am hiéu vé ky thuat,” nang n6i. “Co gi mdi nita
khong anh?”

“Ban than diéu d6 da la tin ttc md&i mé r6i ma em. Ngay nay, giGi ky thuat
nam trong tay quyeén lyc dang kinh ngac dé kiém soat thong tin va hoat dong
giao tiép,” t6i nai.

“Vay thi sao ch?? Phai ludon c6 nguoi kiém soat thong tin, va ludn cé nhitng
ngudi khac tim cach danh cdp n6. Anh doc Machiavelli3’ di. Khi cong nghé
thay doi, su 1én It sé tim dén nhitng hinh thai biéu hién mai.”

37 Niccolo Machiavelli (1469-1527): Chinh tri gia, nha ngoai giao, nha sit
hoc, nha triét hoc cta thoi ky Phuc Hung. Ong néi tiéng nhat véi tdc pham
Quan vuong ban vé thuat cai tri va dugce coi la mét trong nhitng cha dé cua
nganh khoa hoc chinh tri hién dai. (BTV)

Trong lic Martha van dang mai mé ding 16p day t6i mon Lich st, Claudia
dot ngdt x6ng vao, than van vé nhitng hoc tro 16p 5 cia minh. Cudc song &
Berkeley thuwong bao gom mot hay hai ban cung nha. Claudia la ban cung
nha vdi ching t6i, va la mot nguwdi ban cung nha tuyét voi. Co ay la nguoi
hao phoéng va vui vé, luon céi mé chia sé vé cudc song, am nhac, cling nhw
cac dung cu lam bép ctia minh véGi ching t6i. Thyc ra, c6 la mot nghé si
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violin chuyén nghiép, kiém song bang cach choi cho hai dan nhac giao
huwéng va mot nhém tam tau, cong thém vao do la lam gia su cho tré em.

Claudia it khi chiu ng6i yén hay im ldng. Trong nhitng khoanh khac it éi xen
gitta cac cong viéc, co thwong vira nau an, vira néi chuyén qua dién thoai,
vira choi v6i chua cho cung.

Ban dau, t6i cling dé tam nghe c6 néi chuyén, nhung phit chéc sau do,
giong ndi cua cd trd thanh mot thit am thanh nén nhw tiéng chiém chiép cta
mot chi chim trong khi t6i mai mé theo dudi maéi lo lang vé tam dia xau xa
cta ga hacker nay. Luc t6i & nha thé nay, lam sao biét dwgc han dang toan
tinh diéu gi?

Claudia biét cach kéo tam tri toi ra khoi tén hacker: Co dem vé nha mot
bang video, phim Plan 9 from Outer Space (tam dich: K& hoach s6 9 ngoai
khong gian) — nhitng ngwoi ngoai hanh tinh trong nhitng dia bay boc thiéc
kéo Iii ma ca rong tir nghia trang day.

Th Tw ngay 17 thang Chin, trdi Berkeley lat phdt mwa phun. La cap doi
duy nhat & California chwa c6 6 t6, Martha va t6i go lung dap xe xuyén qua
con mua. Trén dwong t6i phong thi nghiém, t6i tat vao tram diéu phdéi dé
kiém tra xem ga hacker cé ghé choi lan nao khong. Nwéc tong tong chay tw
mai téc w6t siing cta toi xuéng ban in, lam nhoe di vét myc trén gidy.

Vao thoi diém nao dé téi qua, c6 nguoi da két ndi vao hé thong cua ching
toi va tim cach ti€ép can mdy Unix-4 mot cach bai ban. Trwdc tién, han thw
dang nhap vao tai khoan Guest [khach] véi mat khau “Guest”. Sau do, han
thit tén tai khoan Visitor [khach], véi mat khau la “Visitor”; roi dén cac tén
tai khoan Root [ré], System [hé thong], Manager [quan ly], va Sysop [diéu
hanh hé thong]. Sau mét vai phut, ké tdn cong bo di.

Liéu day c6 phai la mot hacker khac khéng? Ga nay tham chi con khong hé
dung cac tai khoan hgp 1é nhu Sventek hay Stoll ma chi thir nhitng tén tai
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khodn qua hién nhién vé&i mat khau don gidn. That khong thé hiéu nhitng
cudc tan cong kiéu nay thi thanh cong dwgc may lan.

Thyc ra, v6i cac mat khau cé sau ky tw, kha nang tring s6 doc dac con cao
hon cd viéc ng6i dodn mo mat khau. Vi mdy tinh sé tam dirng sau vai lan
dang nhap that bai, nén ké tan céng sé phai loay hoay ca dém chi dé thi vai
tram mat khau kha di. Khong, hacker khong thé dung phép mau dé xam
nhap vao hé théng cua ching t6i dwgc. Han can phai biét it nhat m6t mat
khau.

Vao lic 12 gio 29 phit, quan 4o téi da kho gan hét, riéng doi giay thé thao
van con nhem nhép. T6i dang an dd@ mot phan chiéc banh sttng bo siing
nuwéc, nhung da kip doc gan hét mot bai bao thién van hoc noéi vé dac diém
vat ly cta cac vé tinh bang gia ctia sao Moc. Thiét bi dau cudi chgt phat ra
tiéng bip. Co6 van dé & tram diéu phoi. Toi chay nhanh xudéng sanh (du phat
ra tiéng hoi chéi tai vi giay wét), va kip thoi chitng kién duge canh ga hacker
dung tai khodn Sventek két n6i v4i hé thong.

Mot lan nita, niém hy vong lai dang cao: T6i goi Tymnet va nhanh chéng
dwgc gap Ron Vivier. Ron bat tay ngay vao cudc truy lung, con t6i co cang
chay vé phia mdy Decwriter Itic nay dang déu dan in ra nhitng dong 1énh cta
ké dot nhap.

Ga hacker khong dé lang phi thoi gian. Han go 1énh dé liét ké toan bd nguoi
dung dang hoat dong va cac chwong trinh chay nén dang van hanh. Sau do,
han khéi dong Kermit.

Puoc dat theo tén cta nhan vat chinh trong chwong trinh truyén hinh
Muppet38, Kermit 1a ngén ngit 1ap trinh phé quét dé két néi cdc may tinh véi
nhau. Nam 1980, Frank da Cruz ctia Pai hoc Columbia can phai gtti dit liéu
cho m6t s6 mdy tinh khac nhau. Thay vi viét nam chuong trinh riéng va
khong hé twong thich véi nhau, anh da tao ra mot tiéu chuan duy nhat dé
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trao doi tép tin gitta moi hé thong. Kermit trd thanh quéc té ng¥ cia may
tinh.

38 The Muppet: Tén mot chwong trinh truyén hinh ciia M§ c6 nhan vat Ia
nhitng con roi dugc thiét ké ngdé nghinh. (BTV)

Vira tréu trao nhai chiéc banh strng bo trong vo thitc, toi vira theo doi ga
hacker dung Kermit dé chuyén mot chwong trinh ngan vao may Unix cua
chiing t6i. Kermit trung thanh lap rap lai tirng dong 1énh, va t6i nhanh chéng
doc duvgc mot chwong trinh nhu sau:

echo -n “CHAO MUNG DEN VOI MAY TiNH UNIX-4 CUA LBL”
echo -n “VUI LONG PANG NHAP”

echo -n “DANG NHAP:”

read account_name

echo -n “NHAP MAT KHAU:”

(stty -echo; \

read password; \

stty echo; \

echo “ ”’; \

echo $account_name $password » /tmp/.pub)
echo “XIN LOI, HAY THU LAL”

Cha! Chuong trinh gi ma ky la thé nay! Sau khi dugc cai dat, chwong trinh
nay sé nhac nguwoi dung nhap tén va mat khau. Mot nguwdi dung binh thvong
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khi chay chuwong trinh nay sé thdy trén man hinh mdy tinh hién ra nhitng
dong sau:

CHAO MUNG PEN VOI MAY TiNH UNIX-4 CUA LBL
VUI LONG PANG NHAP
bang nhap:

Sau do, thiét bi dau cu6i cua nguwdi dung sé doi cho dén khi anh ta nhap
xong tén tai khoan roi hé thong tiép tuc tra 10i:

NHAP MAT KHAU:

Mot cach ty nhién, anh ta sé gdo mat khau ra. Khi do, chwong trinh nay sé
dwa ca tén tai khoan va mat khau cia nguwoi dung kém may man trén vao
mot tép tin, roi bao lai vGi anh ta:

“XIN LOL HAY THU LAL”
... roi bién mat.

Trong truong hgp nay, hau hét moi ngwoi déu twdng rang minh vira go sai
mat khau, nén sé c6 gang dang nhap lai. Nhung t&i ldc nay, mat khau cta ho
da bi danh cap roi.

4.000 nam trudc, thanh Troy sup do6 khi binh linh Hy Lap chui vao nap trong
mot con ngwa gb.22

39 Pay 1a mot cau chuyén trong st thi Odysseus ctia Homer thoi Hy Lap ¢6
dai. Sau nhiéu nam vady ham thanh Troy khong hiéu qud, chién binh
Odysseus cua Hy Lap nghi ra mot ké la lam ra mot con ngwa go 16n va dwa
binh linh vao trong, sau do6 rit toan bo quan ra bién khoi chd doi. Nhitng
nguwoi thanh Troy kéo con ngwa go vao thanh dé an mirng chién thang. Sau
nita dém, khi thanh Troy da say gidc, nhitng chién binh Hy Lap nhay ra tw
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con ngwa go, dot phao hiéu va mé cong thanh dé toan quan Hy Lap tran vao.
Vay la thanh Troy da hoan toan bi danh chiém va quan Hy Lap gianh phan
thang trong cudc chiéc dai dang nay. (BTV)

Mang dén mot mén qua cé vé hip dan, nhwng lai danh cap chiéc chia khoa
an ninh t6i quan trong. Trdi qua qua trinh hoan thién va mai sac kéo dai
nhiéu thién nién ky, ky thuat nay cho dén nay van hiéu qua doéi vai tat ca
moi nguwoi, ngoai trir nhitng ngwdi mac chitng hoang twdng thuyc su.

Chwong trinh con ngwa thanh Troy ctia ga hacker lam nhiém vu thu thap mat
khau. Nhu vay, vi khach khéng mdi cia ching t6i dang mong méi duwgc biét
nhitng mat khau nay dén noi dam liéu linh cai ddt mot chwong trinh c6 thé bi
phat hién.

Liéu chuwong trinh nay co6 phai chinh la con ngwa thanh Troy? Ma khong, co
1é t0i nén goi n6 la con chim nhai thi dung hon: mot chvong trinh gia mao
nhung khoac 4o doé that. Nhung t6i khong cé thoi gian dé tim ra nhitng diém
khac nhau — chi trong vong mot phut nita thoi, han sé san sang cai dat
chwong trinh nay vao vung hé thong va khéi dong n6. To6i phai lam gi day?
Néu v6 hiéu héa no, t6i sé dé 10 ra rang toi dang theo doi han. Nhung néu t6i
khong lam gi, thi hé c6 ngwdi dang nhap la han sé danh cap thém dwgc mot
mat khau nita.

Nhung siéu ngudi dung cling cé quyeén lyc kia ma. Trede khi ga hacker kip
chay chwong trinh nay, toi da thay d6i m6t dong ma trong dé sao cho trong
c6 vé day la mot 16i so sy nho nho cta han. Sau do, toi can thiép vao mot
vai thong s6 hé thong dé lam hé thong cham lai, da cham dé khién han phai
mat khoang 10 phut méi stta xong chuwong trinh nay. Chirng do thoi gian la
du dé chung t6i dwa ra bién phap phan ng tréc cudc tan cong lan nay.

T6i hét 16n vé phia cudi sanh dé goi chuyén gia Dave.

“Anh dinh cho con ngya thanh Troy an gi?”
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Dave te tai chay tdi. Ching t6i dat lai cho may tinh chay & toc do cao, va
chuan bi san sang c6 kho nudi ngwa la dong tai khoan ma kém mat khau gia.

Nhung rot cudc, sy gap gap cua ching t6i la khong can thiét. Ga hacker stra
lai 16i trong con ngwa thanh Troy nhuwng khong cai dat n6 ding cach. Dave
ngay lap tirc nhan ra rang han da dat n6 vao sai thw muc. Con ngwa thanh
Troy ctia han c6 1€ sé hanh phic lam khi dwgc & trong hé diéu hanh Unix
AT&T tiéu chuan, nhung trén nhitng thdo nguyén ctia Unix Berkeley thi né
khong c6 co hoi tung vo.

Dave toe toét cuoi. “To6i sé khong noéi: “Thdy chwa, td6i da bao r6i ma’ dau,
nhung doi twgng ching ta dang quan sat day la ngwoi chuwa tirng dat chan
dén California. Tat ca moi ké nghién Unix & khu B& Bong nay déu st dung
cac cau lénh theo kiéu Berkeley, nhung ga hacker cia anh van dung Unix
cua AT&T.”

Thay t0i ngo ngac, Dave dang ngdy ngat trén toa thap nga ctia minh danh
phai ha c6 di xudng dé giai thich cho rd hon. “Ca phap cau lénh cia han
khac so v@i Unix Berkeley. Nhung toan bo chuwong trinh nay cling toat 1én
cai cam giac do. Diéu nay cling twong tw nhu viéc anh c6 thé phan biét dugc
rang tay nha van nay la ngudi Anh ch chang phai nguwoi My dy — chuyén
ndy thi dé, vi ngudi Anh sé viét ‘colour’ va ‘defence,’®? nhung anh ciing c6
thé cdm nhan duwgc sy khac biét vé van phong nita.”

40 Pay 1a mot bién thé nho nho giita tiéng Anh-My va tiéng Anh-Anh. Trong
tiéng Anh-Anh, hai tir nay dugc viét 1a colour va defence, nhung trong tiéng
Anh-My, chiing sé dugc viét la color va defense. (BTV)

“Vay su khéc nhau & day 1a gi?” tdi hoi.

Dave nhéch mép cudi khay, “Ga hacker dung 1énh ‘read’ dé lay dit liéu ban

phim. C4c lap trinh vién cua thé giéi van minh thi sé dung lénh ‘set.”” Trong
mat Dave, cdc mdy tinh van minh sé n6i ngén ngit Unix Berkeley. Tat céa cac

loai khac déu la 1t méng mudi.
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Ga hacker khong nhan ra diéu nay. Binh ninh rang minh da dat con ngua
thanh Troy vao ding dong cé, han khéi dong né lam chwong trinh chay nén,
va ung dung dang xuat. Trwdc khi han ngat két noi, Ron Vivier da kip lan
theo dau vét han qua mang Tymnet t&éi mot dwong day dién thoai & Oakland,
California. Lic nay van chwa xin duwgc 1énh cda toa an, nén chiing t6i chwa
thé bat tay vao cudc truy lung theo dwong day dién thoai.

Ga hacker bo di, dé lai con ngya thanh Troy lam chwong trinh chay nén.
bung nhw Dave du doan, né khéng thu thap dwgc bat cit mat khau nao vi bi
cai dat vao noi khong duwgc tham chiéu dén trong qua trinh dang nhap. Di
nhién, 20 phut sau, ga hacker lai xuat hién, tim kiém bd swu tap mat khau, va
han la han da vo cung that vong khi thay chwong trinh ctia minh da that bai.

“Nhin kia, Dave, anh chang t0i nghiép nay dang can sy gitip d& cta anh
ddy,” toi noi.

“Phai r6i. Chung ta cé nén gtti e-mail cho han dé day han cach viét mot
chwong trinh con ngya thanh Troy cho ra hén khong nhi?” Dave tré 10i.

“Thuyc ra, han nam chac kién thitc co ban ddy — bat chwdc trinh ty dang nhap
ctia ching ta, hoi tén nguwdi dung va mat khau, sau do lvu trit nhitng thong
tin da danh cap dugc. Tat ca nhitng gi han can bay gio chi la vai bai hoc vé
Unix Berkeley ma thoi.”

Wayne tat vao ding lic gi hacker dang gip ling ting. “Oi cha, thé cac vi
mong gi nao? Unix cé qua nhiéu bién thé. Lan t6i, hay nhén tay lam phtc
cho 1ii hacker l6ng ngong kia bang cach st dung hé diéu hanh VMS cua
Digital. Tuy kh6é xam nhdp hon, nhung chi it thi n6 cling dwgc chuan héa
roi. KQSHHCTR.” Ké Quan Sat Hoi Hot Ciling Thay RO.

Wayne c6 mot y hay. Y dinh tdn cong bang con ngya thanh Troy cta ga
hacker that bai vi hé diéu hanh nay khac véi hé diéu hanh ma han quen
thudc. Néu moi ngudi déu st dung mot phién ban hé diéu hanh giong nhau,
thi mot 16 hong an ninh sé la canh ctta ngd dé hacker xam nhép vao tat ca
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cadc may tinh. Tuy nhién, lai c6é rat nhiéu hé diéu hanh khac nhau: Unix
Berkeley, Unix AT&T, VMS cia DEC, TSO cta IBM, VM, DOS, r6i ca
Macintosh va Ataris. Sy da dang ctia phan mém cling dong nghia véi viéc
khong mét cudc tan cong duy nhat nao co6 thé dwgc trién khai thanh cong doi
v6&i moi hé thong. Cling giong nhu sy da dang di truyén gitip ngan chan viéc
mot dai dich dién ra x6a s6 toan b mot chung loai, sy da dang trong phan
mém la mot diéu tot.

Dave va Wayne roi tram diéu phoi, vira di vira tiép tuc tranh cai nhau. To6i
nan lai thém it phuat dé tiép gidy vao may in. Luc 1 gio 30 phut chiéu, ga
hacker lai xuat hién; han bat dau go phim trong khi t6i van dang chinh lai
may in.

Phién truy cap lan hai nay khong c6 gi dang ngac nhién. Vi khach cta ching
toi tim kiém tép tin dac biét chita mat khau nhuwng khong thdy dau ca. Han
dat Iénh liét ké chuwong trinh con ngwa thanh Troy va chay thtr vai lan. Vo
ich. Tat nhién, han khong c6 mot Dave Cleveland trg gitip. Lo 10 vé burc tic,
han x6a tép tin nay va dang xudt sau vai phit.

Nhung dau chi vao mang trong it phit, Tymnet van c6 thé lan theo dau han,
va mot lan nita, con dwong mon lai chi 16i t&i Oakland. Ron Vivier, nguoi
l1au nay van theo doi cac két noi cua Tymnet, nhdy cang Ién khi thay t6i goi,
ro rang la anh tréng ngéng moi tinh huoéng khan cap cé thé giai thoat minh
khoi mot cudc hop. Néu nho dwge cong ty dién thoai nay tiép tuc cudc truy
lung, chiing t6i c6 thé két thic moi viéc sau vai ngay.

Dave thang tay loai trir tat ca nhitng ai c6 goc gac tww khu Bo Tay. Chuck &
Anniston nghi ngo ga hacker dén tivt Alabama. Cac manh méi cta Tymnet thi
trie chi hwéng Oakland.

Toi thi sao? T6i khong biét.
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CHUONG 10

Céc dau vét cia Tymnet dan dén Oakland, qué hwong cua Jack London, Ed

Meese#! va Gertrude Stein?2. Sau 20 phut dap xe ti trudng Berkeley, toi dén
nha hat Paramount Oakland, mot cong trinh véi 16i kién tric art-deco®3 ky vi
va nhitng birc tranh twdong an twgng. Cach d6 mdot vai khu nha, trong tang
ham ctia mot cao 6c hién dai xdu xi, la noi ma Tymnet thué dé dat 50
modem quay s6. Ron Vivier da lan theo ddu vét ga hacker t phong thi
nghiém cta chiing t6i dén ngdn hang modem nay. Bay gio, dén lugt cong ty
dién thoai dia phwong vao cudc.

4l Edwin Meese (sinh ndm 1931): Chinh tri gia, titng 12 Bo trwéng Bo Tu
phap My. (BTV)

42 Gertrude Stein (1874-1946): Nha van, nha viét kich, nha tho ngudi MJ.
(BTV)

43 Art-deco: Mot phong trao thiét k& nghé thuat bt ngudn tir nuwdc Phap vao
dau thé ky XX. (BTV)

Mot dwong cap day khoang 4cm chay phia dwéi Broadway va két ndi cac
modem cia Tymnet v6i mot toa nha khong ctra s6, khong c6 dau hiéu nao
noi bat. T con phé Franklin ndy, van phong cua Pacific Bell* chita mot
mdy chuyén mang chiu trach nhiém x& ly 10.000 duong day dién thoai
thudc ma vung 415 véi dau so 1a 430. Tymnet da thué 50 dwong day trong so
nay.

44 Pacific Bell: Mot hang cung cap dich vu dién thoai va vién thong &
California, thugc s& hitu ctia AT&T. (BTV)

T mot vi tri nao do, ga hacker da quay s6 415/430-2900. Con duong cta vi
khach bi an nay dan dén b chuyén mang ESS-5 cua Pacific Bell.
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Phia bén kia Vinh San Francisco, van phong cua Lee Cheng trong ra mot
con hém t6i tan dan ra Pho Market. C6 thé coi Lee la tham t¥ cua Pacific
Bell; anh lan theo dau vét cac duong day tir van phong ctia minh hay trén
nhitng cot day dién thoai.

Lee theo hoc chuyén nganh t6i pham hoc, nhung sau khi ra truong, anh lai
lam vé tai tao hién treong va diéu tra nguyén nhan tai nan. Nhung tdm nam
kinh nghiém theo d6i dwong day dién thoai dd mang dén cho anh ca géc
nhin cia mot ky s trong cong ty dién thoai lan géc nhin cia mot canh sat vé
xa hoi. Trong mat anh, cdc cong dong dwgc phan dinh theo ma vung, tong
dai va duong day truc, cling nhu theo phan khu va khu vuc dan cu.

Do dwgc thong béao tredce, Lee khéi dong chwong trinh phan mém van hanh
tong dai dién thoai trong mdy tinh. Tai trung tam diéu phdi, anh dang nhap
vao kénh bao dudng ESS%, tim phan mém theo ddi tinh trang duong day va
kich hoat mot chwong trinh dat bay.

45ESS (Electronic switching system — Hé théng chuyén mach dién ti): Mot
cong nghé tong dai dién thoai cho phép stt dung nhitng thiét bi dién ti¥ va sy
kiém soat bang may tinh dé lién két cAc mang dién thoai nham thiét 1ap cac
cudc goi. (BTV)

Chuong trinh dat bay ty dong nay theo doi trang thai cia mdét dwong day
rieng 1é, ghi nhan ngay thang, thoi gian, s6 lan chuéng reo trudc khi co
ngwoi nhac mdy, va xuat phat diém ctia cudc goi.

Néu cudc goi xuat phat tt* mot dién thoai gan do — titc thudc cing mot tong
dai — thi cudc truy lung sé hoan thanh, va cong viéc cta Lee that dé dang.
Nhung thong thwong, cudc goi lai xudt phat tr mot tong dai khac, va Lee
phai két hgp cdc manh moi c6 khi & cd nam tong dai khac nhau.

Khi k¥ thuat vién & mot tong dai nhan dwgc yéu cau truy tim tung tich, anh
ta sé dirng moi viéc dang lam lai — cac dau vét ctia Lee chiém vi tri wu tién
cao nhat, ngoai trtr viéc cttu hoa. Ky thudt vién sé dang nhap vao mdy tinh
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kiém sodat, ra lénh hién thi trang thai cta so dién thoai (dang ban, chd, gac
may) va thuc thi cac chuwong trinh dé tim ra xudt phat diém cua két noi (chi
sO dinh tuyén, s6 nhom trung ké, tén tong dai lién ke).

Néu may man, cudc truy lung c6 khi chi mat vai gidy. Nhung mét s6 tong
dai dé lai tir thap nién 1950 van con st dung bo chuyén mach titng nac co
hoc. Néu goi qua dd, ban c6 thé nghe thay tiéng xung dién kéu lach tach khi
ro-le di chuyén tay gat khép véi thao tac quay s6 ctia ban. Cac bac cao nién
trong nganh rat ty hao véi nhitng thit d6 c6 nay, vi theo ho, “D6 la nhitng bo
chuyén mach duy nhat cé thé song s6t qua mot cudc tdn cong hat nhan.”
Nhung chiing khién céng viéc ctia Lee phitc tap hon: Anh phai nhd mot ky
thuat vién chay tirng thanh rang dé lan theo dau vét nhitng cudc goi.

Chi c6 thé lan ddu cac dién thoai cuc bo trong thoi gian ching két n6i. Sau
khi ban gac may, két néi nay sé boc hoi va khong dé lai tung tich gi. Nhw
vay, Lee phdi chay dua v6i thoi gian dé hoan thanh cudc truy lung trueéc khi
két noi bién mat.

Céac cong ty dién thoai coi viéc truy lung dau vét qua dién thoai la hoat dong
lang phi thoi gian. Chi nhitng k¥ thuat vién gioi nhat ctia ho méi biét cach
lan theo mot két noi dién thoai. Té hon, day la nhitng hoat dong ton kém, c6
thé dan dén kién tung va khién khach hang bat man.

Di nhién, Lee c6 cach nhin khac han. “H6m qua la mot vu bat gitt ddm mua
ban ma tdy, hom nay la mot &m muu tong tién, ngay mai chiing t6i sé lan
theo ddu mot bang trém cap. Nhitng cudc goi ban thiu trong dém. Gan day,
ching t6i con lan dau theo may nhan tin bé tii ctia gai goi nita. Nhitng lat
cat cudc song @ thanh phé 16n.” Du vay, noi s¢ phai day dwa vGi phap luat
khién anh tir choi ho trg.

Cudc trao doi gitra chung t6i vao thang Chin nam 1986 dién ra ngan gon nhw
sau:
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“Xin chao, ching t6i can truy tim theo tung tich cia mét duong day dién
thoai.”

“Co lénh luc soat khong?”
“Khong c6, c6 can khong?”
“Khong c6 lénh, ching t6i sé khong lam dau.”

Cau chuyén dirng lai & d, khong cé thém tién trién nao cho dén khi Aletha
Owens xin dugc 1énh cua toa.

Sau cudc tdn cong hom qua, ching toi khong thé chd dgi hon dwoc nira.
Cudc tim kiém trong danh ba dién thoai khong dan t&i dau ca. Mot con ngua
thanh Troy thién nghé hon c6 thé sé khién sép toi vi hodng sg ma quyét dinh
khép lai cudc diéu tra nay. Va thoi han ba tuan cua t6i lic nay da giam
xuéng con 10 ngay.

Sandy Merola va Roy Kerth la mdt cap bai trung. Hé khi nao Roy hwéng
miéng luGi cay nghiét vé phia nhan vién, Sandy lai chay t6i xoa diu. Trong
mot dip vao cong tac & truong Berkeley, Sandy dé y thdy mot nhom may
tinh cad nhan IBM & khu virc cong cong trong thw vién. Giong nhw moi con
nghién mady tinh khac, 6ng tho than lai gan va to mo dung tht. Bing nhw dy
doan cua ong, nhitng chiéc may nay da dwoc 1ap trinh dé tv dong quay s6

dén Tymnet va ding nhap vao Dich vu Thong tin ctia Dow Jones“®,

46 Dow Jones: Nha cung cAp tin titc va thong tin kinh doanh ctia M§. (BTV)

Tymnet a? Sandy danh vai phit may mo thém, va phat hién ra rang ong c6
thé tim dwoc nhitng thong tin m&i nhat vé thi truong chitng khoan ciing nhw
nhitng tin don trong lang tai chinh tr t& nhat bao The Wall Street Journal.
Quan trong hon, khi 6ng dang xuat khéi dich vu ctia Dow Jones, chiéc may
tinh lai nhac, “tén ngwoi dung Tymnet?” Nghe c6 vé vo hai, ong go chi
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“LBL”. Qua nhién, Sandy dwoc két noi t6i hé thong may tinh trong phong
thi nghiém cua ching toi.

C6 1€ nhitng thiét bi dau cudi dugc st dung & noi cong cong nay cé thé ly
giai phan nao cho cau chuyén. Bat ky ai ciing c6 thé stt dung ching; ho quay
sO cia Tymnet & Oakland; va thw vién nay chi cach toa nha Cory Hall, noi tu
tap cua cac tin do Unix Berkeley, khoang 30m.

Sandy te tai chay lén Po6i Cardiac dé bao v6i canh sat vé phat hién ctia minh.
bay la mo6t cach dé khoi phéi nhoc cong thyc hién mot cudc truy lung theo
dwong day dién thoai — lan sau, khi ga hacker xuat hién, chiing t6i chi viéc
chay t6i thw vién nay va tém ldy han. Tham chi 1énh luc soat cta toa an ciing
khong con can thiét nita.

Sandy muét mai mo hoi trd vé tir don canh sat va bat gap canh téi dang
nghich tro yo-yo.

“Dirng cai tro ngu ngoc nay lai di, Cliff. Canh sat da dong y diéu dong nguoi
t6i treong dai hoc va bat gitr tat ca nhitng ai dang st dung may tinh & do.”

Bdy lau nay von chi quen viét vé phat xe dirng do trai phép va xt 1y cac
treong hgp cap citu y té, canh sat LBL mu tit vé may tinh va kha than trong
v6i cac cudc truy lung qua dién thoai. Nhung ho khéng ngai ngan xong vao
bat gilt nhitng ké xam nhap trai phép vao may tinh.

“Chang phai sé t6t hon sao néu ching ta hdy chac chan dé dung la ga hacker
r6i méi ra tay bat?” Toéi héi lai, trong dau muwong twgng canh mot s6 canh
sat chim lén theo d6i mot may tinh r6i kién quyét 16i bang dwgc mot tha thw
toi nghiép vao xe vi t0i dam tim hiéu cac chi s6 Dow Jones.

“Chuyén nay dé ma. Lan t&i, khi gi hacker kia xudt hién, hdy goi cho t6i.

T6i sé cung vdi canh sat ap vao thue vién dé kham xét man hinh mdy tinh.
Néu do la dir liéu tir LBL, chiing ta sé dé canh sat lam viéc.”
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“Ho dinh theo ddi thiét bi dau cudi sao, giéng trong Dragnet* a? V§i nhitng
chiéc guong mot chieu®® va 6ng nhom w?”

47 Dragnet: Tén ctia mot chwong trinh radio va truyén hinh phé bién trong
thap nién 1950 ké vé hoat dong cia cac canh sat & Los Angeles. (BTV)

48 Guong mot chiu: Guwong c6 thé nhin xuyén thau tir mot phia, nhung tir
phia kia nhin vao lai la guwong, thwong dung dé quan sat nghi pham, vi du
trong cac phong tham van. (BTV)

“Cai gi? Nghiém tic nao, Cliff.” Sandy lai te tai chay di. T6i doan rang giGi
khoa hoc dugc xép hang hanh kiém dwa theo mc do nghiém tic. Chuyén
nay khién t6i nh¢ lai lan t6i dién thong tin vao ho so sitc khée sinh vién, &
muc than phién, t6i ghi “Nan d6i Khoai tay*2”. Vi bac si goi riéng t6i ra mot
cho va cho t6i mot bai hoc: “Con trai, @ day chiing ta rat coi trong van dé
stc khoe.”

49 Nan d6i Khoai tdy: Mot thoi ky d6i khat, bénh tat, va di cw hang loat &
Ireland trong giai doan 1845-1849. (BTV)

Chung t6i khéng phdi chd 1au dé kiém chitng gia thiét cia Sandy. Hai ngay
sau khi that bai vd&i con ngwa thanh Troy, ga hacker quay lai vao lic 12 gio
42 phit triva. Pang gid an trwva. Qua la thoi diém thich hgp cho mét sinh
vién Berkeley lang thang tdi thu vién dé dung may tinh.

Khi nghe thay tiéng bip bao dong, to6i goi cho Sandy. Nam phit sau, ong
xudt hién cung vGi hai vién canh sat chim, déong bo com-1€é, ca-vat chinh té
va 4o khoac mua dong. Thyc khong cé canh twgng nao dé gay cha y hon
gitta khudn vién tredng hoc ctia cac sinh vién an van theo 16i hippie vao mot
ngay hé néng birc thé nay. T6i con liéc thay khau sing luc c& 16n 1ap 16 dudi
16p 4o khodc cua vién canh sat. Ho rat nghiém ttc.

Trong 25 phut tiép theo, ga hacker kha yén ang. Han tr@ thanh siéu nguoi
dung qua 16 hong Gnu-Emacs, liét ké cac e-mail trong ngay va kiém tra cac
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chuwong trinh dang chay. Ron Vivier bo bita trva dé lan theo dau két ndi twr
Tymnet dén Oakland. T6i hoi hop san sang tinh than chd dén lic chiéc may
in dot ngot dirng lai, bdi do 1a tin hiéu cho thdy Sandy va doi canh sat da
tom dwgc doi twgng. Nhuwng khong, ga hacker van nhan nha lam viéc va
dang xuat vao ldc 1 gio 20 phut.

Vai phit sau, Sandy tré ve.
“Khong gap may a?” Thuc ra, nét mat ctia 6ng da noi 1én tat ca.

“Chang c6 ai lai vang & khu dé may tinh trong thw vién ca. Mot béng ma
cling khéng bén mang lai gan. Anh c6 chac la ga hacker da vao mang chi?”

“Co, ban in day. Va Tymnet lai 1an ra dau vét chi dén Oakland.”

Sandy that vong. Con dudng tat ctia ching t6i vay la da dam vao ngd cut:
moi hy vong tién trién cta vu viéc ldc nay chi con phu thudc vao mot cudc
truy lung qua duong day dién thoai.
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CHUONG 11

Tﬁi hom do, 1€ ra phai hoc luat hién phap thi Martha lai ng6i khau mot cai
chan hoa. T6i vé nha vGi tam trang u é: cudc theo doi bi mat & thuw vién
twéng chirng da hita hen la thé!

“Hay quén ga hacker di. Anh vé nha r6i ma.”

“Nhuwng biét dau ngay lic nay han lai dang suc sao trong hé thong ctia anh
thi sao?” T6i van chwa thoi no6i &m anh vé han.

“Néu dung thé thi anh ciing khéng thé lam gi duwgc dau. Pay, xau kim réi
khau miii nay cho em.” Martha rii bo nhitng cang thang & treong luat bang
cach khau va; vay chac cach nay ciing phat huy tac dung vai toi. Sau 20 phuit
im ldng, trong lic nang hoc bai, dwong khau cua t6i bat dau c6 dau hiéu xiéu
veo.

“Khi c6 dugc 1énh cua toa roi, bon anh van phai cho cho dén khi ga hacker
xuat hién. V@i nhitng gi bon anh biét, thi thoi diém do6 s€ la ba gio sang,
khong c6 ai xung quanh ca.”

“Em ndi r6i, hay quén ga hacker di. Anh vé nha r6i kia ma.” Co6 ay tham chi
con khong roi mat khéi cuén sach dang doc.

Qua nhién, ngay hom sau ga hacker van chwra xuat hién. Nhwng 1énh luc soat
thi da kip vé dén noi. Thé la cong viéc ctia ching t6i tré thanh hgp phap roi.
Tat nhién, khong thé tin twéng giao phé mot cong viéc quan trong nhw lan
ddu dién thoai vao tay t6i duwgc: Roy Kerth da noi 0 chi 6ng magi dugc
quyeén trao doi vGi canh sat.

Chuing t6i tap dwot vai lan dé hoc thudc viéc nao thi can goi cho ai, dong
thoi kiém tra xem liéu ching t6i c6 thé ty do lan trong mang nodi bo cta
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chinh minh khéng. Sau dé, t6i chan qua nén quay vé viét ti€p phan mém
phan tich cac cong thitc quang hoc danh cho gidi thién van hoc.

Buoi chiéu, Roy triéu tap ca hai nhom quan 1y va van hanh hé thong lai véi
nhau. Ong ca ké giang giai cho ching tdi hifu vi sao phai gitt bi mat vé
nhitng cudc truy lung nay — tom lai la vi khong biét ga hacker tir dau dén,
nén ching t6i phai tuyét doi khong tiét 10 cong viéc nay cho bat ky ai bén
ngoai phong thi nghiém. T6i nghi c6 Ié ngwoi ta sé noi it di néu ho biét
chuyén gi dang xdy ra, nén td6i dung phan va bang dé chia sé v&i ho vé
nhitng gi ching t6i da chitng kién va nhitng y dinh tiép theo. Dave
Cleveland néi xen vao vé 16 hong Gnu-Emacs, con Wayne chi ra rang tw gio
ching t6i tuyét doi chi trao doi miéng v6i nhau vé ga hacker, vi han thuong
xuyén doc 1én e-mail cta ching t6i. Roi budi hop tré nén 6n ao va 16n xon
hét nhw cac canh ban bac &m muu trong nhitng bd phim hai vé gian diép.

12 gi® 42 phtt chiéu ngay thit Ba, tai khoan ctia Sventek bat sang. Roy goi
cho doi canh sat ndi b cta phong thi nghiém — cha la ho muén phu trach
cac cudc truy lung qua duong day dién thoai. Khi Tymnet da do xong mang
lwgi phia ho, Roy hét 16n vao day néi. Téi nghe r6 mon mot giong 6ng trong
cai goi la “cudc trao d6i” nay.

“Ching t6i muon cac anh phdi truy ra dwgc mot con sé. Ching téi da cé
1énh luc soét cua toa réi. Hay lam ngay cho t6i.”

Im lang mot ldc. Sau do, ong lai hét 1én.

“T6i khong quan tam dén van dé cua cac anh! Hay bat dau cudc truy dudi
ngay bay gio!”

Tiép tuc im lang.

“Néu khong lam ngay lap titc, cac anh sé dwoc ti€p chuyén truc tiép véi
giam doc phong thi nghiém ddy.” Néi r6i, Roy dap manh may néi xuong.
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Mat sép t6i tim 1én vi gian dit. “D0i canh sat ctia ching ta la do chét dam!
Ho chwa lam viéc nay bao gio nén khong biét phai goi cho ai ¢ hang dién
thoai dé xt 1y.” Phu, may qua. It ra con gian ctia sép nhidm vao chd khac.

Ma c6 1€ thé lai hay. Ga hacker chi liét ké tén nhitng nguoi dung dang hoat
dong roi ngat két noi sau vai phit. Khi cudc lan dau dién thoai vira bat dau
thi cling la Idc khong con két ndi nao dé lan theo nita.

Trong lic cho sép ha héda, t6i ng6i nghién cttu ban in. Khong c6 gi nhiéu dé
ghi vao s6 nhat ky. Ga hacker chi dang nhap, liét ké tén nguwdi dung, roi
dang xudt. Pén e-mail han con khong kiém tra.

A! T6i hiéu tai sao han phdi voi vang nhw vay r6i. Lic do, nguwdi van hanh
hé théng cling dang hoat dong trén mang. Cé 1é ga hacker da biét tén tai
khodn ctia anh ta nén vtra nhin thay déi phwong, han lién bién mat. Qua
nhién, xem lai nhitng ban in cfi, t6i thay han chi hoat dong khi trén mang
lwgi khong c6 dau chan ctia ngwoi van hanh hé thong nao. That la mot ké
hoai nghi dén cyc doan.

T6i néi chuyén vai tirng ngwdi van hanh, va giai thich cho ho vé chuyén nay.
Twr gio trd di, ho sé phai van hanh hé thong mét cach kin ddo bang cac biét
danh.

Ngay 16 thang Chin la két thiic tuan thi¢ hai cia cudc dudi bat nay. Téi cod
gang quay lai vdi dé tai quang hoc, nhung tam tri ¥ mé mai véi nhitng ban
in. Cau dwgc wdc thdy, sang dau gio chiéu, thiét bi dau cudi cua toi lai phat
ra tiéng bip: ga hacker da quay trd lai.

Toi goi cho Tymnet, roi goi sép. Lan nay, chung toi 1ap mot cudc goi hoi
nghi®’, nén tdi vira dugc lang nghe dién tién ctia cudc truy lung lai vira duoc
theo doi tryc tiép hanh tung ctia ga hacker trong hé thong ctia ching t6i.

0 Goi hoi nghi (conference call): La cudc goi dién thoai trong dé nhiéu
ngwoi tham gia cung trao d6i v4i nhau dong thoi. (BTV)
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“Chao Ron, Cliff day. Chiang t6i mudn lan theo ddu vét mét cudc goi nita &
dwong day Tymnet, LBL, nat 128, céng 3.”

Pau day bén kia phat ra tiéng sot soat trong mat phit.

“Co vé do la modem thtt ba trong cum day 1.200 baud cta chung toi. Tac la
duong day 2903. S6 415/430-2903.”

“Cam on Ron.” Nghe dugc thong tin nay, vién canh sat ctia chung t6i bao lai
cho Lee Cheng & cong ty dién thoai.

“Culc goi xudt phat tir tram trung chuyén Franklin. Gitt may nhé.” To6i da
quen vé6i viéc phai gitt may chd khi lién lac véi cong ty dién thoai r6i nén
khong mdy ban tam.

T6i theo doi ga hacker kich hoat tép tin move-mail cia Gnu-Emacs. Han
dang vao vi tri sieu nguroi dung, nén co 1€ sé con lang vang trén mang luGi
trong it nhat 10 phut nita. Vira kip dé chuing t6i hoan tat cudc truy lung. Co
lén, Pacific Bell!

Ba phut tr6i qua. Lee tr@ lai duong day.

“Duwong diay dang hoat dong, tot roi. Két noi voi truc dan dén Berkeley. Ky
thuat vién cua toi dang kiém tra duong day nay.”

Hai phut nita tr6i qua. Ga hacker lic nay da tré thanh siéu ngwoi dung. Han
di thang tGi tép tin e-mail cta quan ly hé thong.

“Ky thuat vién & Berkeley bao rang duong day nay dang két noi véi duong
day duong dai cia AT&T. Git may nhé.” Nhung Lee khong bam nut git,
nén t6i ghé sat tai vao may dé nghe cudc trao doi ctia anh véi van phong
Berkeley. Anh chang ky thuat vién & Berkeley qua quyét rang duwong day dé
xudt phat t* mot noi rat xa; Lee bdo anh ta kiém tra lai lan nita. Lic nay, ga
hacker dang lan mo trong tép tin mat khau cua ching t6i. Toi doan ga dinh
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chinh stta n6é, nhwng tam tri t6i con mai lang nghe cudc trao doi dang dién ra
0 cong ty dién thoai.

“D6 la nhéom nhanh 369, khon khiép that, né dwgc dinh huéng tGi
5096MCLN.” Anh chang ky thuat vien & Berkeley c6 1é dang st dung mat
ngt thi phai.

“Thoi dwgce roi, chac chiing ta phai goi New Jersey thoi.” Giong Lee nghe c6
vé that vong. “Cliff, anh van con & dé chi?”

“Vang. Chuyén gi xay ra vay?”
“Khong c6 gi. Liéu han sé nan lai trong bao 1au nita?”

T6i nhin vao ban in. Ga hacker da roi khéi tép tin mat khau va dang don dep
cac tép tin tam thdi ctia han.

“T6i khong dam néi trede dau. Co thé 1a — 6i, han dang xudt mat roi.”
“Ngat két noi tr Tymnet.” Ron Vivier im lang ndy gio 1én tiéng.
“Ngat két noi dién thoai r6i.” Dau vét cia Lee boc hoi.

Vién canh sat cia ching to6i bat dau cudc trao déi. “Cha, cac quy oOng,
chuyén gi vira xay ra vay?”

Lee Cheng lén tiéng trwdc. “Toi nghi cudc goi nay xuat phat tr khu Bo
bong. Co6 chit kha nang do la mot cudce goi cuc bo tir Berkeley, nhung...
khong phdi, né xuat phat tv AT&T.” Lee dang vira néi vira nghi, nhv mot
sinh vién trong ky thi van dap. “Tat ca cac day dudng truc cia Pacific Bell
déu dugc gan ma dinh danh ba s6, chi nhitng truc dwong dai mdi c6 ma dinh
danh bon s6. Pwong day nay... dé t6i xem thir.”

T6i nghe tiéng Lee gb trén ban phim.
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Mot phit sau, Lee quay trd lai cudc trao doi. “Cliff nay, anh c6 biét ai &
Virginia khong? C6 1€ 1a Bac Virginia chang?”

“Khong. Khong c6 may gia toc hat nao & gan d6 cad. Tham chi con khéng co
phong thi nghiém vat 1y nao ca. A, c6 chi toi ¢ do...”

“Anh c6 nght la chi gai anh lai xam nhap vao may tinh ctia anh khong?”

A, hin roi. Chi t6i von 1a nhan vién soan thao vin ban ky thuat cho Hai quan
kia ma. Chi 4y con tham gia chwong trinh bo tiic budi t6i cua trudng Cao
dang Hai chién cta Hai quan nita.

“Néu chi ay lam thé,” t6i tra 161, “thi c6 1€ t6i sé di dau xudng dat.”

“Vay thi hom nay chuing ta chi dirng lai ¢ day thoi. Lan téi, t6i sé c6 gang
day nhanh tién do truy du6i hon.”

That khé hinh dung néi cudc truy dudi nao nhanh hon thé nita. T6i tap hop
moi ngwoi trong nam phit. Ron Vivier danh hai phiut dé lan dau cudc goi
qua Tymnet; Lee Cheng danh bay phut dé len 16i qua vai tong dai dién thoai.
Trong chwa day 15 phut, chiing t6i da bam theo ga hacker qua m6t may tinh
va hai mang luGi.

Nhung day méi la van dé dau dau: Sandy Merola linh cdm rang ga hacker
dén tr Pai hoc Berkeley. Dave Cleveland thi qua quyét han nhat dinh khong
phdi ngudi & Berkeley. Chuck McNatt tir Anniston lai nghi ngd han lang
vang & Alabama. Dau vét ctia Tymnet tric chi hwéng Oakland, California.
Con bay gio Pacific Bell lai n6i Virginia. Hodc dé la New Jersey cling chua
biét chirng?

S6 nhat ky cta t6i kin dan 1én theo tirng phién truy cap cua ga hacker. Chi
tom tat lai sy viéc thoi thi chwa da. To6i bat dau ghi chu thich cho moi ban in
va tim kiém moi twong quan gitta nhitng phién truy cap. T6i mudn hiéu rd
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vé vi khach ctia minh: hiéu duwgc nhitng mong mudn cta han, dv doan dwoc
nhitng bwdc di cua han, biét tén han va tim ra dia chi caa han.

Trong Iic ban diéu phéi cac cudc truy dudi, t6i khong kip chi y dén hanh
tung cta ga hacker. Giai doan cao trao qua di, toi gidu minh trong thuw vién
v6i ban in phién truy cap mdéi nhat cta han.

Ngay lap titc, t6i nhan ra rang 15 phuit toi vira quan sat dwoc chi la doan cudi
cong viéc cua ga hacker. Hoa ra, han da két noi vdi hé thong cia ching t6i
trong sudt hai gid, vay ma t6i chi chd y dén han trong vén ven 15 phit cudi
cung. Té that. Gia ma t6i phat hién dwgc han ngay tir dau, thi hai gio sé da
dé hoan thanh cudc truy dudi.

biéu té hon nita 1a 1y do vi sao t6i khong phat hién ra han sém hon. T6i chi
tap trung theo doi hoat dong trén tai khoadn cua Sventek, trong khi han dung
dén ba tai khoan khac truwdc khi dung vao tai khoan ctia Sventek.

Luc 11 gio 9 phut sang, mot hacker nao do da dang nhap vao tai khoan cua
nha vat ly hat nhan tén la Elissa Mark. Pay la tai khoan hgp 1€, c6 héa don
st dung may tinh dugc gtri cho phong vat 1y hat nhan, nhung chu sé hitu tai
khoan nay dang trong nam nghi phép nghién ctu va dang ¢ Fermilab. Toi
goi dién héi thi Elissa cho hay c6 khong biét gi vé chuyén cé ngudi dang st
dung tai khodn mdy tinh ctia minh; c6 tham chi con khong biét 1a tai khoan
nay van con ton tai. Liéu day c6 phai van la ga hacker ma t6i bam theo? Hay
la mot ai khac?

Toi khong cé cach nao dé biét trwedc duge rang tai khoan cia Mark da bi dot
nhap. Nhung cang gid cac trang sau cta ban in, cic bang chitng cang hién
r0.

Ké stt dung tai khodn cia Mark da trd thanh siéu nguwoi dung bang cach
trvon qua 16 hong Gnu-Emacs. Vi vi thé cia quan ly hé théng, han tim
kiém nhitng tai khoan da lau khéng dugc st dung, va loc ra ba tai khoan:
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Mark, Goran va Whitberg. Hai tai khoan sau la ctia cac nha vat 1y hoc von
da roi khoi phong thi nghiém cta ching t6i tir 14u.

Han chinh stra tép tin mat khau r6i théi hon vao ba tai khoan da chét nay. Vi
chwa c6 tai khoan nao bi x6a, nén moi tép tin va thong tin ké toan cta ching
van hgp 1é. Bé danh cap dwgc nhitng tai khoan nay, ga hacker can phai c6
trong tay mat khau. Nhwng mat khau lai dwgc quy trinh ma héa bao vé, tic
ham ctra 1at DES cuta chiing t6i. Khong hacker nao c6 thé xuyén qua 16p 4o
giap nay.

Nhung véi quyén nang cta siéu nguwoi dung ma han danh cap dwoc, ga
hacker da chinh stta tép tin mat khau trong toan hé thong. Tic 1a, han khong
tim cach pha gidi mat khau ma héa ctia Goran ma x6a han né di. Khi tai
khodn nay khong con mat khau, han cé thé dang nhap véi tw cach Goran.

T&i day thi han ngat két noi. Han dinh lam gi vay? Khong thé bé gay mat
khau, nhung véi tw cach siéu nguwoi dung, han khong can phdi lam vay. Chi
can diéu chinh tép tin mat khau la xong.

Mot phit sau han lai xuat hién trén cwong vi Goran, va chon mat khau mai
la Benson cho tai khodn nay. Lan tGi, khi Rodger Goran st dung may Unix
cta chung t6i, han anh sé bic minh khi thdy mat khau cii da vo tac dung.

Ga hacker da danh cap mot tai khoan khac.

Ra la vay — day la ly do tai sao han lai nham vao nhitng tai khoan cii. Néu
han danh cap tai khodn dang hoat dong, moi nguwdi sé nhan ra va phan nan.
Cudp cua ngudi chét thi khéng ai khang cu ca.

Du trén cwong vi siéu ngudi dung, han ciing khong thé ddo ngwgc ham cira
lat DES, nén khong thé pha gidi dwgc mat khau cia nhitng nguwdi khac.
Nhung han c6 thé dung con ngwa thanh Troy dé loai bd cac mat khau, hoac
danh cap toan bd tai khoan bang cach thay doi sang mat khau méi.
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Sau khi danh cap tai khoan Goran, han chuyén sang tai khodn Whitberg. Ga
hacker lic nay da kiém soat it nhat bon tai khoan la Sventek, Whitberg,
Goran va Mark trén hai may Unix cta chung t6i. Liéu han con nam gitt bao
nhiéu tai khoan khac nita? Trén nhitng hé théng nao nita?

Khi hoat dong trén danh nghia tai khodn Whitberg, ga hacker tim cach két
nodi qua lién két Milnet ctia ching t6i v6i ba hé théng cia Khong quan. Sau
mot phit chd dgi cac may tinh xa x6i nay phan @ng, han bé cudc va quay
sang liét ké cac tép tin cta nhitng ngwoi & LBL. Han bat dau cam thay mét
moi sau khi doc mét vai bai bao khoa hoc, mét vai dé an nghién cttu nham
chan va mot ban hwdng dan chi tiét cach do tiét dién hat nhan ctia mot s6
dong vi beryllium. Viéc xam nhap vao cac may tinh chac chan khong phai la
chia khéa dan dén quyeén luc, su noi tiéng va tri khon ngoan cta thoi dai.

Viéc xam nhap vao hai hé théng Unix van chwa thoa man dwgc long tham
cta ké thu cua t6i. Han tim cach nhdy qua dwong hao xung quanh chiéc may
Unix-8 da duwgc bao vé, nhung that bai — Dave da phong téa no réi. Buc bi
vi viéc nay, han ra lénh in danh sach cac mdy tinh & xa x6i dang két noi véi
chung toi.

Khéng c6 gi bi mat & db cd, chi la nhitng cai tén, s6 dién thoai va dia chi
dién t caa 30 may tinh Berkeley.
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CHUONG 12

Bé dén ngay trang tron, cho rang sé c6 nhiéu cudoc dot nhap hon, toi 1én ké
hoach cho viéc ngt dwdi ban lam viéc. T6i hdm dé, ga hacker khong xuat
hién, nhung Martha thi c6. Khoadng 7 gio, nang dap xe 1én doi, mang theo
mot cap long dyng moén stp rau cu va mot s6 do nghé khau va dé t6i ban
ron. Khong c6 duong tat trong viéc khau chan. Mo6i miéng vai hinh tam giac,
hinh vuéng va hinh binh hanh phdi dwgc cat diung cd, 1a lwgt can than, rap
lai cho khép, va khau lai véi miéng vai ké bén. Dau nhin gan ciing kho
khang dinh dwgc rang chiéc chan dwgc khau thanh tir nhitng manh vai vun.
Chi c6 thé nhan ra 16i thiét ké nay khi thao nhitng manh vai vun nay ra roi
khau lai. Cha. Viéc nay rat giong véi viéc tim hiéu ga hacker nay.

Khoang 11 gi¢ 30 phuit dém, t6i bo phién gac. Néu ga hacker xuat hién ltic
nita dém thi mdy in cling sé theo doi han.

Ngay hom sau, ga hacker xuat hién mot 1an. Toéi khong theo doi han lan nay
vi muon an trra véi Martha & treong. Quyét dinh nay cling xitng dang lam:
O gbéc dudng, mdt ban nhac jazz choi lai nhitng giai diéu cta thap nién
1930.

Nguoi ca si cit cao giong hat mot s6 giai diéu ngan cta nhitng nam 1930:
“Everybody loves my baby, but my baby loves nobody but me.”2l (Moi
nguwoi déu yéu em cda anh, nhung em cta anh khong yéu ai khac ngoai anh.)

>l Pay 14 151 ctia bai hat Everybody Loves My Baby. Bai hat nay dugc sang
tac vao nam 1924 va dugc rat nhiéu nghé si huyén thoai trinh dién va van
con dugc biéu dién thudng xuyén cho dén ngay nay. (BTV)

“DPiéu nay that nyc cwoi,” Martha vira nghe hat vira nhan xét. “Néu phan tich
vé mat logic, thi ca si nay la em yéu cua chinh minh.”
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“Sao vay em?” Toi to mo hoi.

“Anh thtt nghi ma xem nhé. ‘Moi nguwdi’ ¢ day bao gobm ca em ctia anh. Vi
‘Moi nguoi déu yéu em cta anh,” nén em cuda anh cling yéu chinh ban than
co ay. bung khong nao?”

“U, ding,”tdi c6 géng vira dap vira suy lun cho kip logic ctia c6 4y.

“Nhung r6i anh ta lai néi: ‘Nhwng em cia anh khéng yéu ai khac ngoai anh.’
Nhw vay la em cua anh, ngwoi 1€ ra phai yéu chinh ban than minh, khong thé
yéu ai khac. Do d6, em cta anh & day chac chan phai la chinh anh.”

Martha phai giai thich hai lan t6i méi hiéu ra. Ca si no chwa tirng dugc hoc
nhitng kién thirc logic co ban. Va toi cling vay.

Khi t6i quay tré lai sau bita trwa, ga hacker da di lau r6i, va dé lai dau vét
cua han trén ban in.

Duy c6 lan nay han khong vao vai siéu ngudi dung. Pung vay, do théi da
nghi dén hoang twdng, han kiém tra xem nhitng nguwdi van hanh hé thong cé
dang trén mang khong va theo doi cac chuwong trinh, nhuwng khong chui qua
16 hong trong hé diéu hanh.

Thay vao dd, han di cau ca qua Milnet.

Mot may tinh ¢6 1ap, khong hé c6 giao tiép nao vaGi thé gidi, sé mién nhiém
tredc nhitng cudc tan cong. Nhung chiéc may tinh an dat nhw vay sé chi co
gia tri gidi han; n6 khong thé theo kip dwgc nhitng gi dang dién ra xung
quanh. Mdy tinh c6 gia tri st dung 1én nhat khi ching twong tac vdi con
nguwoi, co ché va cac may tinh khac. Mang may tinh cho phép con nguoi
chia sé dit liéu, cac chuong trinh va e-mail.

Trén mang may tinh c6 gi? May tinh c6 gi dé néi v4i nhau? Hau hét cac may
tinh cd nhan déu dap ng duwgc nhu cau cua chu sé hitu, va khéng can phai
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giao tiép vdi cac hé thong khac. VGi nhitng nhu cau nhw soan thao van ban,
l1ap bang tinh ké toan va tro choi, ban khéng phéi can dén bat ky mot may
tinh nao khac. Nhung khi cdm modem vao mady tinh, dwong day dién thoai
sé mang dén cho ban nhitng tin titc cap nhat nhat ttr thi truong chitng khoan,
cac dich vu tin ttc va nhitng nguon phat tan tin don. Viéc két néi vGi mot
may tinh khac la mot cach hiéu qua dé giup ban tiép can dugc véi nhitng tin
ti’c mdi nhat.

Cac mang ludi cta ching t6i hinh thanh nén nhitng cum dan cw, moi cum lai
toat 1én mot bau khong khi cong dong mang ban sac riéng. Mang lwéi vat ly
hoc nang lwgng cao trao doi rat nhiéu di¥ liéu lién quan dén cac hat ha
nguyeén ttr, cac dé an nghién cttu va ca nhitng 16i don thoi vé viéc ai dang
nham dén gidi Nobel. Cac mang luwéi quan sy khong phai hoat dong trong bi
mat c6 thé truyén di nhitng don dat hang mua giay, yéu cau tai trg va nhitng
tin don veé viéc ai dang tim moi cach dé leo l1én chitc chi huy can c&. To6i co6
thé cam doan la ¢ dau d6 dang ton tai nhitng mang lwgi bi mat dé trao doi
cac ménh 1énh quan su bi mat va ca nhitng tin don thudc hang tuyét mat nhw
ai dang ngu vdi chi huy can ctr.

Céac cong dong dién t* nay dugc khoanh vung trong pham vi giéi han cta
nhitng giao thitc lién lac. Cac mang lwdi don gidn, chang han bang thong
bdo22 céng cong, stt dung nhitng phwong thitc giao tiép don gidn nhat. Chi
can nguwoi nao c6 may tinh ca nhan va dién thoai la c6 thé két ndi vdi ching.
Nhitng mang lwdi nang cao can dén nhitng dwong day dién thoai thué tir nha
cung cdp va hé théng may tinh chuyén dung, ching lién két hang tram, tham
chi hang nghin mdy tinh véi nhau. Chinh nhitng diém khac biét vé mat vat ly
nay da dat ra ranh gidi gitta cac mang lwgi. Con ban than cac mang luwéi lai
duwogc lién két véi nhau bang nhitng may tinh ctta ngo, lam nhiém vu truyén
tai nhitng thong diép da dugc tai dinh dang gitta cac mang lwdi khac nhau.

52 Hé théng bang thong bao (Bullet board system hay BBS): Hé théng may
chu chay cac phan mém cho phép nguoi dung két noéi thong qua mét tra